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February 18, 2021 

Vanessa Pappas 
CEO, TikTok 
5800 Bristol Pkwy 
Culver City, CA 90232 
 

RE: TikTok Named to the 2021 Dirty Dozen Watchlist 

 

Dear Ms. Pappas, 

We would like to express our gratitude for the significant 
improvements TikTok has made in the past year to increase the safety 
of your users – especially minors. As you know, the National Center 
on Sexual Exploitation featured TikTok on our annual Dirty Dozen 
List in 2020 for the rampant grooming of minors for abuse by 
predators, extensive exploitative and sexually explicit content, and 
lack of sufficient parental controls on your platform. We appreciated 
the opportunity to meet with your staff in spring of 2020 in order to 
present our recommendations for how to stem the sexual exploitation 
and abuse on your platform. Your new pin-protected parental 
controls, extensive Community Guidelines regarding adult nudity, 
sexual harassment, and sexual activity, as well as the enhanced safety 
settings for 13 – 15 and 16 – 17 year olds are features we hope other 
social media platforms will emulate. We applaud you for these 
changesi. 

Of course, what matters most is TikTok’s commitment to consistent 
application of these new safety features across your platform (as well 
as updating all available resources with these changes, including your 
TikTok Parental Guide). It’s too early to tell just how well TikTok is 
implementing these new guidelines – though our researchers and 
other child safety advocates have so far been pleased to see increased 
monitoring of your platform and removal of accounts that violate 
your policies.ii  

For the improvement TikTok has made, we are moving TikTok 
from our Dirty Dozen List to our Watchlist for 2021. The Dirty 
Dozen List, which will be revealed February 23, features 12 major 
mainstream contributors to sexual exploitation. The Watchlist is 
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reserved for entities that have made significant changes to problematic policies or platform designs, but 
could still be doing more to increase safety. We continue to monitor whether Watchlist entities are 
actually implementing changes and also encourage additional adjustments to practices that continue 
to put users at risk of sexual exploitation and abuse. 

While the improved controls and defaults to the TikTok platform have likely made the app safer for kids, 
there is still an abundance of content on TikTok that could be harmful to minors and that normalizes the 
commercial sexual exploitation industry.  

We trust that TikTok continues this trend of responsibility and accountability towards a safer online platform 
for all users. Specifically we ask that TikTok:  

1. Enforce policies and Community Guidelines consistently and thoroughly 
2. Default “Restricted Mode” for all minors 
3. Provide caretakers and minors more resources to manage their accounts and enhance safety, such as 

prompts upon account-creation and embedded PSAs throughout the app to teach users to identify and 
report inappropriate or abusive behavior (sextortion, sexual harassment, grooming, etc.) 

4. Develop algorithms that detect age-lying by minors, as well as adults 
5. Improve processes to assess reports and proactively find and block (permanently) abusive and 

exploitative accounts, content, and hashtags, including those promoting the commercial sex industry 
6. Adjust Apple App rating from 12+ to 17+ and Google Play from “Teen” to “Mature” to more 

accurately reflect the content on TikTok 
 

Enforce policies and Community Guidelines consistently and thoroughly 

As we noted, TikTok’s policies and Community Guidelines are among the strongest we’ve seen on any 
online platform. And while we’ve noticed less sexual content appearing on Home and Discover, it’s still 
without even having to look for it – including when Restricted Mode is on.  
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Most notably, a significant amount of lyrics violate the Community Guideline prohibiting: Content that 
contains sexually explicit language for sexual gratification. As music is such an integral part otfthe TikTok 
experience, and given that music is so influential in shaping teen’s identity, emotions, socialization, and 
tastes,iii TikTok must age-gate the content of the songs used by minors. 

In Restricted Mode, videos with the following lyrics showed up first in the “Home” section of an account set 
at 13 years old with Restricted Mode on (the videos were usually accompanied by sexualized dancing). 

Videos from 2/13/21: 

“Foot Fungus” by Ski Mask the Slump God (multiple videos found using this song) 

Skrrrt, uh, uh, drop it on my cock 
Skrrrt, I'ma h-hot nigga, no pot 
Skrrrt, niggas still gettin' buns, hot dogs 
Skrrrt, niggas not fuckin' with ya, coleslaw 

“DDLG” by ppcocaine (note: DDLG stands for daddy dom/little girl) 

Bet you never had a girl like me 
Suck on my clit and smoke good tree (haha) 
Do not hesitate to have me on my knees 
For you, I might let you hit it for free 
For you, haha, I might let you hit it for free 
For you (I probably shouldn't though) 
I might let you hit it for free 

Real renegade shit, daddy, I'm your slut (I'm your slut) 
Kissin' on my pussy, put your thumb in my butt 

 

Default “Restricted Mode” for minors   

We ask that you continue your positive trend of setting safety features as the default for all minors 
(especially young minors) and default Restricted Mode under Digital Wellbeing. We know that many minors 
are creating accounts without their parents’ knowledge or may not have the privilege of involved parents or 
caretakers. Minors may not fully understand the need to block material potentially harmful to their young 
minds or even know that option exists. We do like that Restricted Mode requires a pin code to turn on and 
off – but again, that requires parental oversight that isn’t always present. 

By making every possible safety feature the default, you are helping protect minors – especially those who 
come from the most marginalized populations. While we certainly applaud increased parental controls, the 
name itself assumes and requires the presence of engaged caretakers that also have the resources, education, 
language skills, basic tech literacy, and/or time to sufficiently ensure their kids’ online safety. As we know, 
the most marginalized and disadvantaged communities in the US and across the globe often don’t have all or 
any of the resources listed above, thereby leaving vulnerable populations – especially the kids from those 
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populations – at potentially greater risk of exploitation when using your platforms without all the safety 
controls in place. Couple that with the widely documented factiv that marginalized populations are already at 
much greater risks of being sexually exploited, groomed, and trafficked by predators, and TikTok could be 
further deepening racial, class, and gender inequities. 

 

Provide caretakers and minors more resources to manage their accounts and enhance safety, such as 
prompts upon account-creation and embedded PSAs throughout the app to teach users to identify and 
report inappropriate or abusive behavior (sextortion, sexual harassment, grooming, etc.) 

As noted above, resources and information need be made to both caretakers and minors themselves. More 
guidance (with in-app prompts) on how to link a parent account with a child’s account would be a welcome 
resource. If a minor secures a TikTok account without oversight or guidance from an adult (which we know 
happens often), there are no messages or prompts that walk the user through additional steps they may take 
to further heighten their privacy and safety. All users should be directed to the Community Guidelines upon 
creating an account and should indicate they have reviewed the Guidelines and other key policies. Again, 
young minors in particular are early in their digital journey and may not know additional features even exist 
or how to enact them.  

PSAs and prompts with messaging about the risks of using social media and TikTok in particular, a review 
of Community Guidelines, and clarity around how to identify and report dangerous or harmful behavior, 
content, or accounts would further the type of environment for which we believe TikTok is striving with all 
your recent changes. An in app step-by-step guide upon creating an account and education about risks we 
know are still present on TikTok and other social media platforms would be beneficial for all users, but 
certainly for accounts created by and for minors.  

 

Develop algorithms that detect age-lying by minors, as well as adults 

As so many of the new TikTok safety features depend on a user entering their actual birthday, its essential 
that TikTok develop a method to detect age-lying by minors. Detection of age-lying should trigger actions 
taken by TikTok to err on the side of defaulting the users account to the identified age.  

Even more critical is detecting age-lying by adults trying to engage with minors. Age-lying by predators is  
one of the (if not the) primary means predators use to establish a relationship and build trust with their 
victims. New technology to identify an online users actual age is being used by other social media platforms. 
As of 2017, lying about ones age to a child online is illegal in Australia after the passage of what is known 
as “Carly’s Law” – named so in memory of Carly Ryan who was groomed and lured online by a middle-
aged man pretending to be a teen.v  

 

Improve processes to assess reports and to proactively find (and block for good) abusive and and 
exploitative accounts, content, and hashtags, including those promoting the commercial sex industry. 

Contented banned according to TikTok’s Community Guidelines is still easily found, even with “Restricted 
Content” turned on. Within 30 seconds of creating a 13-year-old account and searching “OnlyFans,” our 
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researcher was led to countless videos and hashtags promoting OnlyFans, most of which glamorizing paid 
sex…And it only took three clicks to get to an OnlyFans page containing sexually graphic photos, including 
male nudity and an erect (clothed) penis (see screenshots below). 

Advertisers and users are creative in bypassing algorithms meant to identify banned or “Restricted Mode” 
content. For example, users have listed OnlyFans – a site widely known for selling pornography and 
prostitution –  as onlyf@ns. Currently #accountant is being used to advertise and look for prostitution.vi 
Improving AI capabilites and/or increasing human review must be prioritized in order to identify and 
remove banned content. It is also imperative that banned users’ IP addresses, emails, and phone numbers are 
blocked to prevent predatory users from setting up a new accounts. 

Pictures and accounts were available both with and without Restricted Mode turned on.
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Additional images from videos promoting OnlyFans, accessed with  “Restricted Mode” on: 
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Adjust Apple App rating from 12+ to 17+ and Google Play from “Teen” to “Mature” to more 
accurately reflect the content on TikTok 

TikTok has provided families with more choices to protect and guide their children in making informed 
decisions about their online activity and presence. However, families need to know 

the risks early (including before even agreeing to let their kids use TikTok). A critical avenue of informing 
caretakers is through the app ratings on Apple App Store and Google Play. We know that many parents rely 
primarily or even solely on an app rating to judge whether it’s appropriate for their child.  

Listing TikTok as appropriate for 12+ on Apple App Store and “Teen” on Google Play is deceptive, 
especially given that according to TikTok the “full TikTok experience” is intended for users age 13 and 
over. TikTok’s 12+ rating on the Apple App Store indicates “infrequent/mild sexual content and nudity;” 
“infrequent/mild mature/suggestive themes.” Our researchers strongly disagree that that the amount of 
sexual or suggestive content is “infrequent” – of hypersexualized and pornified content abounds (e.g., the 
recent Silhouette challenge). Sexually explicit content was still easily found even when “Restricted Content” 
was turned on. And while the new Community Guidelines are a step in the right direction, hashtags and links 
to platforms known for pornography and prostitution, such as OnlyFansvii, are still prevalent as TikTok tries 
to keep up with enforcing its policies. 

As the creators and guardians of TikTok you are responsible for its culture. You are responsible for setting 
the tone of its online environment, for regulating that environment, and doing your utmost to ensure that it is 
not a forum for wide-scale sexually explicit content. In this regard, we believe you could still take more 
steps that would mitigate against the use of your apps in ways that foster and perpetuate sexual harms and 
puts the most vulnerable populations at even greater risk. 
 
TikTok’s mission “to inspire creativity and bring joy” is one that we truly support. Again, thank you for 
making real changes that make that mission more of a reality and taking steps to free your users to build and 
share their talents without the harms of exploitation and abuse. Se hope you continue this trend and 
implement some of our suggestions. As always, we welcome working with you and assisting you in 
promoting a culture of dignity on your digital phenom. You may reach us a public@ncose.com, 
202.393.7245. 

Respectfully,   

                  

Patrick Trueman     Dawn Hawkins 

President & CEO     Senior Vice President & Executive Director 
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i National Center on Sexual Exploitation blog, “Victory: TikTok’s New Privacy and Safety Features for Children.” 
https://endsexualexploitation.org/articles/victory-tiktoks-new-privacy-and-safety-features-for-children/ 
ii Dickson, EJ, “OnlyFans Creators and Sex Workers Are Getting ‘Purged” from TikTok” Rolling Stone, December 2020. 
https://www.rollingstone.com/culture/culture-features/onlyfans-sex-workers-tiktok-purge-banned-1101928/ 
iii Miranda, Dave, “The role of music in adolescent development: much more than the same old song,” February 2012: 
https://www.tandfonline.com/doi/full/10.1080/02673843.2011.650182 
iv Rights4Girls, “Racial & Gender Disparities in the Sex Trade”: https://rights4girls.org/wp-content/uploads/2019/05/Racial-
Disparties-FactSheet-_Jan-2021.pdf 
v www.carlyryanfoundation.com 
vi Allen, Joseph, “TikTok Accountants Aren't the Same People Who Help You File Your Taxes” Distractify, January 2021: 
https://www.distractify.com/p/tiktok-accountant-meaning 

vii The Doctors, “Is TikTok a Gateway Platform to Selling Nudes on OnlyFans?” October 22, 2020. 
https://www.thedoctorstv.com/videos/is-tiktok-a-gateway-platform-to-selling-nudes-on-onlyfans 


