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10 changes to make smartphones safer for children
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Other
13%

87% of teenagers
own an iPhone

-Piper Sandler 2023 survey

iPhone
87%
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There are regulations to safeguard

children from harmful toys, food,
playgrounds, medications,

furniture, and clothing.

There is a concerning lack of
regulations for devices on which
children spend hours every day.
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Source: Fortnite appeals trial November 2022

29

https://fortune.com/2022/11/15/fortnite-epic-games-apple-iphone-app-store-competition-court-battle
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"Same legal duties to child safety as corner shops"

&3 INDEPENDENT ——y

NEWS SPORTS VOICES CULTURE LIFESTYLE TRAVEL PREMIUM MORE INDEPENI ]]']]“*-"l‘@

Mews = UK

Apple and Google app stores ‘should
have same legal duties as corner

2 L
Shops Apple and Google app stores should have the same obligations to child

, . . . safety as corner shops. it has been argued. as Parliament heard youngsters
The tech giants are accused at Westminster of having behaving w . : £
were able to access adult products offering casual sex and gambling on

Nick Lester * Tuesday 25 April 2023 19:41 the platforms

This was permitted even when the tech giants “emphatically know™ the
user is a child, according to a Tory former minister.

Lord Bethell accused the firms of behaving with “an air of
exceptionalism”.
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Many complex online
child safety problems with
which we struggle as a
nation could be solved
with a few updates to
Apple and Google's

parental controls.
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1 Require app stores to adopt new accurate app age rating
systems for informed consent

ESRB RATING
(ACCURATE, HIGHLY VISIBLE, ACCOUNTABLE)

APPLE RATING
(VAGUE, HIDDEN, DECEPTIVE)

< Search

Rating Info

Information ef - a fairy tale of the two

Seller X Corp.

Blood

Nudity

Sexual Violence
Strong Language
Strong Sexual Content

222.4 MB ADULTS ONLY 18+

News R

ESRB

Compatibility Works on this iPhone ~~

Rating Summary

Languages English and 41 more ~

This is a visual novel/adventure game in which
pl:\wnrc follrww tha etany nf a vnilina cnninla

An accurate Twitter rating
would have non-ambiguous
language for full disclosure
similar to this ESRB rating

55*)’" Te I BRI T LI DR L IEAL B G LI D
In-App Purchases ; hurting her); dialogue also goes into detail about

instances of sexual assault (e.g., "She struggled

to get away. | wouldn't let her. My shoulder and

free hand holding her down wouldn't permit it”;
"That night, | was raped many, many times . . .
Blood and semen mingled down there.”).
Animated still-frame images sometimes depict
sexual activity: acts of fellatio, with male genitals
partially obscured; sexual intercourse with
exposed breasts and genitalia partially obscured.
Several scenes include prolonged audio of sexual
moaning. A handful of scenes depict characters
with blood stains on their hands, underwear, and

nanitale Tha wnrd "#*L annaare

Age Rating

17+

Frequent/Intense Mature/Suggestive Themes
Infrequent/Mild Profanity or Crude Humor
Infrequent/Mild Sexual Content and Nudity

Learn Mare

Misleading "X" (Twitter)
content ratings claim
"infrequent sexual content”

S < Q

in Adialamn

https://www.esrb.org/ratings/33508/ef-a-fairy-tale-of-the-two
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e Accurate Age Ratings - App Store ratings can be
deceptive.

e Accurate Content Descriptors - Content descriptors
are vague, hidden, and can be inaccurate.

e Highly Visible Ratings - App Store ratings and
descriptors are not prominent enough to fully inform
parents of risks.

e Uniform and Accountable System - There is no
uniformity between app stores or accountability to
consumers who are harmed through deceptive ratings
and descriptions.
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1 Require app stores to adopt new accurate app age rating
systems for informed consent (continued)

e Parental controls rely heavily on app age
ratings for default safety settings. Consequently,

< Google Play Store

deceptive app ratings mislead parents into believing

Manage what Mike can browse, purchase, or
download on Google Play.

their children are shielded from harmful or explicit
What content can

Michael access? PRSI oSS SRS content, when in fact, they are not.

Choose an age for suggested content = Require approval for
restrictions, or customize for each type of All content
content.

e Apple's 12+ rating for most social media apps
does not align with COPPA's mandate that children

Content restrictions
Choose what Mike can browse on Google Play.

Apps & games
Teen must be at least 13 to use apps collecting their data.

Movies
PG-13

TV e The different rating systems used by Apple and

TV-14

Books Google can be confusing for users, similar to the

Restrictions on

situation Nintendo and Sega faced before the

S Laiter establishment of the ESRB in 1994.

Clean

TV-PG &

PG &
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Parental consent is not valid if .
2 risk disclosures aren't accurate
and highly visible

Michael would like to get the app TikTok for
free from the App Store.

TikTok
d Videos, Music & Live Streams

0

e Ratings, content descriptors, and child contact risks

MATURE 17+ Blood and Gore
Crude Humor

Intense Violence
Sexual Content
Strong Language
Use of Drugs

®

Data Linked to You
The following data may be collected and
inked to your identity:

(OdUItS InterGCtlng Wlth kldS) mUSt be ploced Michael would like to get the app TikTok for

free from the App Store.

prominently above the "approve" and "decline" options
TikTok
to ensure parents have seen and understand all d o o & e st

potential risks to their children.

0

e Apps containing graphic content, harmful algorithms,

Purchases mm Financial Info

targeted ads, or that allow strangers to direct

Location @© Contact Info

Contacts [Py User Content

message children should be rated as Mature (Google) e Find DIY
al UL to elevate yc¢
or 17+ (Apple). '

Search History @ Browsing History

Identifiers gl Usage Data

Decline Approve | |

e |n-app optional parental controls do not replace

default safety features.
HOW APPLE "PARENTAL HOW "INFORMED
CONSENT" CURRENTLY LOOKS CONSENT" SHOULD LOOK
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Just one question, Morm...

Consumer laws should prevent companies from engaging in
deceptive advertising practices, including Apple

e Apple has been officially on notice about their deceptive app age ratings since
2019 when a Congressional Hearing was held to address app age ratings and child
exploitation. Child advocacy groups also wrote letters to Apple in 2021 and 2023,
asking executives to fix the deceptive app age rating system.

e In December 2022, fifteen attorneys general wrote a letter to Apple, demanding a
higher and more accurate age rating for TikTok. Two weeks later, Apple
unexpectedly lowered the age rating for YouTube (a similar video-sharing app)
from 17+ to 12+ without any apparent justification.

e |In 2023, the United States Surgeon General issued a warning about the harmful
effects of social media on children. No such warning appears in any app store. Most
social media apps are rated as safe for children over 12 and carry muted content
warnings.
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5:50 . .
3 4 Search v 5:47

{  Purchase & download appro...

Age 15
Previous downloads and content shared through
Family Library won't require approval. Learn more

1] | Apple ID
to u S O u e t e - @icloud.com When Mike uses the family payment method, require

my approval for:
Parents/Guardians

default setting for all social R
media apps for users under 18 o BisEY ...

including in-app purchases

Ask To Buy
Purchase approval required — purchases il
Apple Cash i ey il e
° 1 n n 1 n 28T Up Casn 1or valle
Apple's "Ask to Buy" and Google's "Approve All ot
. . You won't approve any purchases or
Content" settings trigger mandatory parental #%  Subscriptions downloads
¥ Ashley has access to
consent for each app downloaded. Py Purchases e el
Sharing
e Completed parental consent could be communicated e A

to social media platforms in states where social media

Remove Ashley from Family

consent is mandatory. App ratings must be fixed to
ensure "informed consent.”

APPLE'S "ASK TO BUY" GOOGLE'S "APPROVE ALL
CONTENT"
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A4 Explicit adult content should be blocked if the user s
under 18 according to the Apple or Google ID birthdate

1:27

« Search " 4 Search

< Google Chrome SR eroanten e Website-Level Age Verification doesn't work as well as
intended. Only a handful of explicit websites actually age

signed in to Chrome. Mike can ask for permission to
visit blocked sites, too. Learn more Unrestricted

verify while thousands don't.

Allow all sites Limit Adult Websites
Allowed Websites

Try to block explicit sites

No filter is perfect, but this should help hide

e Apple and Google have the ability to block pornography

4t N (videos, website, images) with a near 100% accuracy. Age

reqguests from Mike Add Website

verification at the device level is critical.

You can also control explicit search results in the

'Google Search' page. NEVER ALLOW:

Add Website
Manage sites

e "Block Explicit Sites" (Google) or "Limit Adult

& isppesls Websites" (Apple) should be the default setting for all
@ 0 blocked sites new devices with a device |ID age under 18 unless age
Advanced settings verification has been completed.

Manage website permissions and other
settings
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A4 Explicit adult content should be blocked if the user is
under 18 (continued)

it Rt e e edean s e Google already requires age verification
Google Google when there is a change to the original Google
Zh S ID birth date that would affect the adult
COsE oW TO venity your Complete your transaction . . .
age status of the user. Age verification is
® - i@gmail.com Google Account - Update birthday completed by uploading a valid government
Birthday verification
Use a credit card |D or W|th @ Credit COrd.
Your card won't be charged. Any temporary 4  Add credit or debit card
authorization will be refunded.
_—— e » Why does Google require age verificaton
caisd D liesou divefh Jomnsor to protect underage kids from having a
passport. Most requests are reviewed within .
24 hours. YouTube channel and Gmail but not from

explicit content?

Cardholder name

Feedback Help Privacy Terms

Agi;f:ﬁ'::;:‘:;‘a‘e SEATBELTS FOR SMARTPHONES | 10 CHANGES TO MAKE SMARTPHONES SAFER FOR CHILDREN



5 App stores must incorporate advanced age verification
technology for explicit websites and harmful apps

Any of these options could provide age verification:

e Secure Upload of Government ID: Upload official ID to the
Apple or Google Wallet that matches the name associated with
the device ID.

o Apple Credit Card Age/ID Verification Process: Apple uses
the name, address, and birthdate provided for the Apple ID and
Apple Pay to verify age with only the last four digits of the Social
Security Number. The process takes 60 seconds.

e Zero Knowledge Proof (ZKP): In this method, private "digital

keys" are employed to transmit sensitive information, such as Employee badge.
Works wonders Gontinie

age. All data, including the user's ID or biometric scan, utilized at work.

for age verification, is promptly deleted after the initial

verification process, ensuring complete anonymity.
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S

Advanced age verification | ecage
technology (continued) Family

(part 2)

£ Settings

® .,

Your estimated age is
- - - - . . livia

e Biometric Age Approximation Face Scans: Biometric face Over 2] ®
scans (like Yoti) can estimate a user's age with 99%+ accuracy. Some businesses will accept this as proof of 8 "

age for age-restricted goods or services.

Images are instantly deleted once the age is estimated. Age

@ Ashley
Remember, this is only an estimate. % Parent/Guardian

Danny (Me)

estimation must match the age bracket of the Apple or Google Danny (N
ID age to be valid. e R o ool . / menbers can accessan are,an

inage child account settings and parer L

We've added your estimated age to your Yoti.

If you'd like to add your real date of birth, you
can add an ID document to your Yoti. Family Checklist

3 New ltems

e In-Store Age Verification: In-person age verification could

Done

be done for those who don't want to provide additional

Subscriptions
5 subscriptions

information. An ID could be presented to an employee of e 1B document ]

Purchase Sharing

Enabled

Apple, Google, or mobile phone provider. Upon succesful

verification, an "over 21" or "over 18" acknowledgment could be

attached to the user's Apple or Google ID. image: https://support.apple.com/guide/iphone/set-up-family-
sharing-iph223f61318/ios
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~@ BiTLiFE

In-app ads should not A | O
promote mature - o LSO~
content to kids

% He brought a friend

He shows up
with a hot friend,
things are heating up

e In-app ads should not promote mature
content in apps rated lower than 17+ (App
Store) or Mature (Google Play). Date the friend - - T

game! Collect and upgrade dozens of your favorite
weed strains like Sour Diesel, Grand Daddy

Have a threesome

e Screenshots represent real ads promoting
gambling, drugs, and sexual content that were
. . Ratings & Reviews
shown to a child in a 12+ rated app. A48 _z——

* o«
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/ | Mature apps should not be advertised to children

e App stores must not show or

2:16 =X 76 2:17

ES | T advertise mature (17+) apps to

Q. snapchat © Cancel Q_ instagram Apps

children under the age of 16 as
g BIGO LIVE-Live Stream,... ") ARGO - Social Video C... Embrace Summer Love With Paired
I, via video ¢

Live, ﬁ[;(ﬁ;jl Broadcast ol Meet new people via video cha Fr|_\'.::r-}.- i.:[..'.'|'ij|'f_'-["'|'i:-||’_f_‘.|[“|:'|| .:;'::r:_:.|-|'-._..-'|:_:=rz:_:_:..;-_-_r:'|-:_:||-|__f_:; _ determ|ned by the Apple or Google
: ID.

e Screenshots show how the Apple
App Store advertises dangerous
17+ chatroulette apps to users

Must-Have Apps

@ Instagram d~ Tktok searching for 12+ apps. It also
ERER _ e Dating. Chat directed a 10-year-old to download

Lenses . & Friends . .
Snapchat Q mature apps such as Tiktok, Tinder,
Lo Share the memen YouTube: Watch,

G et W TR and YouTube as "Must Have Apps."
These apps are not appropriate for a

Everyone's Favorites

@ ¥ younger child.
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11:36
earch

Who's Watching?

Who's watching?

Mandate operating systems to > 9

-« -«

create a "shared device" or
"child safe" mode & -

+

e Netflix, Amazon Prime Video, and many other platforms
allow for an age-appropriate experience by enabling Add Profile
different users to login on the same device. Apple and
Google should do the same.

e Alternatively, a temporary "child safe" mode could be

enabled when a child is using a device that belongs to Learn more >
an adult. This temporary mode should limit explicit

websites and 17+ apps.
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8:43

< Search

< Screen Time  Downtime

During downtime, only apps that you choose to allow
and phone calls will be available.

S m a rt p h O n e p rOd u Ce rS Turn On Downtime Until Schedule

A five minute downtime reminder will be sent and
downtime will be turned on until schedule resumes.

should develop a "schoo —~
]
I I I I I I Scheduled turns on downtime for the time period you
mo e a n e I me mo e select. A downtime reminder will appear five minutes
before downtime.

Every Day
e An easily engaged "school mode" could EHEEES S SCHEDULES
automatically disable all phone functions, except oo
call, text, camera, and calculator, from 8 am to 3 pm - ———
on weekdays. A "bedtime mode” could do the same at i
night. Downtime features should be intuitive and easily downtime begins. 5:30 PM - 6:50 Fli

SMTWTFS O

engag ed. Block at Downtime O

Turn on to block the device at downtime.

e Push notifications could be sent to remind parents

to engage Downtime features for children under 18.

APPLE DOWNTIME OUR PACT
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10 | Apple Screen Time parental controls should be made into an app

e Currently, Screen Time is integrated into the

ALLOWED STORE CONTENT

10S ecosystem, creating poor interoperability e —
functionality for parents who have different phones Music Videos off
from their children - for instance, if the parents use Mustc Profles -
Android devices (approximately 42%), while their e :;smws -
child has an iPhone (approximately 87%). R ’g ook

+ Add device

Apps 12+

e A standalone app allows for a more intuitive O s T App Clpe JomtAlew
layout with horizontal and vertical menu options, Account settings

Sign-in controls, privacy & more Web Content Allowed Websites

making it easier to find the various restrictions.

Devices SIRI
2 Battery life, ring device & more

Web Search Content Allow

 An app could receive more frequent updates

Explicit Language Don't Allow

and "bug fixes" rather than waiting for iOS

. GAME CENTER
Highlights o

U pd ClteS . Multiplayer Games Allow with Everyone

GOOGLE FAMILY LINK (APP) APPLE SCREEN TIME
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THANK YOU

FOR YOUR DEDICATION TO THE
SAFETY OF CHILDREN

&
Age-Appropriate

—— SMARTPHONE ACT ——




