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Part I | Executive Summary

At the apex of the global pornography industry 
stands a small number of corporations which, since 
the 2000s, have used the Internet to aggregate and 
distribute pornography across the planet. These titans 
of the pornography industry—Pornhub, XVideos, 
XNXX, and XHamster—built their empires, in no small 
part, by exploiting the rights, bodies, and images of 
countless individuals, with image-based sexual abuse 
(IBSA) as one of the most horrifying components 
of their business model. Utilizing a “freemium” 
marketing strategy that both spurred and depended 
on the nonconsensual distribution of sexually explicit 
material by uploads from anonymous third parties, 
the tube site-type distributors of Internet pornography 
ascended to the pinnacle of pornography industry.

Image-based sexual abuse is a violation of persons 
that includes the theft, creation, and distribution of 
sexually explicit material without the meaningful 
consent of the person/s depicted, or the manipulation 
of nonexplicit material for the purpose of making 
it pornographic. It takes several forms, including 
any nonconsensual distribution of 1) sexually explicit 
images or videos, 2) recorded sexual violence, 3) video 
voyeurism, as well as 4) nonconsensual creation or 
distribution of AI-generated forged pornography.

Catalyzed by anonymity, malice, and/or misogyny, as 
well as other factors, individual perpetrators of image-
based sexual abuse seek to rob those they victimize of 
their dignity, autonomy, and safety. Most discussions 
on the issue of image-based sexual abuse stop here, 
focusing largely on the bad actions of individual 
perpetrators (who are overwhelmingly men).

This report takes a wider view, exploring the role 
of corporations—specifically Internet pornography 
tube sites—in fueling the wave of image-based 
sexual abuse that has swept the globe.

Driven by technological savvy, greed, hubris, and 
callous disregard for the wellbeing of others, the 
owners and operators of Internet pornography 
tube sites leveraged image-based sexual abuse 
material for profit. Their dramatic success in this 
endeavor reshaped the pornography industry, 
transforming pornography tube sites into the modern 
oligopoly of sexual exploitation they are today.

The consequences of their grotesque and irresponsible 
actions will likely endure for generations, as the image-
based sexual abuse themes and materials these sites 
traffic socialize millions, if not billions, of their users 
to view these forms of sexual abuse as “normal.”

Amid inconsistent content moderation, minimal
survivor support, and the void of regulatory 
enforcement, themes of and/or actual image-
based sexual abuse material persist on the websites 
of the world’s largest purveyors of pornography. 
Despite growing public outcry and lawsuits against 
pornography industry giants, the scourge continues.

The fallout for those victimized is staggering—many 
endure lifelong emotional, physical, and social trauma.

This report by the National Center on Sexual Exploitation 
(NCOSE) exposes the pornography industry’s role 
in fueling image-based sexual abuse, from enabling 
anonymous uploads to monetizing exploitative content. 
As we document, the kingpins of Internet pornography 
distribution have profited from the global dissemination 
of such material and actively shape user appetite for 
abuse through algorithm-driven recommendations 
and tags like “real amateur” and “hidden camera.” 

This report also illuminates how technological 
advancements, such as AI, are amplifying IBSA. As 
generative technologies grow more accessible, personal 
images of individuals—not only public figures—are being 
manipulated to produce AI-generated pornography, 
further commercializing personal violations and 
obliterating the boundaries of personal autonomy.

Image-based sexual abuse is not just a legal or 
personal issue. It is a systemic societal crisis. Through 
policy reform and a cultural awakening to the harms 
of pornography consumption, IBSA, and the industry 
that profits from both, we can disrupt the continued 
normalization of IBSA and create a safer world. The 
National Center on Sexual Exploitation calls on the 
general public and policymakers to take urgent action. 
Key recommendations include enacting federal laws 
against nonconsensual distribution of sexually explicit 
content, mandating robust consent and age verification 
(not only age estimation) protocols, banning IBSA-
themed material from online platforms, and developing 
advanced technologies to eliminate abusive content. 

Every individual has the right to live free from the fear 
of their likeness being stolen, shared, manipulated, and/
or exploited for sexual purposes. It is time to hold the 
pornography industry accountable for its role in fueling 
and profiting from IBSA and to ensure that no one 
victimized by perpetrators of image-based sexual abuse—
be they individual actors or the largest pornography 
corporations in the world—is forced to fight alone.

It is time to demand action. Join us in advocating for 
policies and systems that end image-based sexual 
abuse and which hold corporate kingpins 
of sexual exploitation accountable. 

*An initial draft of this executive summary was generated using AI and subsequently heavily 
edited by human authors. The remainder of this report is entirely human authored.
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Part II | Introduction

Language shapes people’s thinking and influences how 
they act.1 As described by renowned psychologist Albert 
Bandura, “euphemistic labeling”—the practice of using 
language to relabel behaviors that harm others—is a 
convenient device for masking, minimizing, ignoring, 
or misconstruing the consequences of one’s conduct.2 

Euphemistic labeling occurs widely within the sphere 
of sexual abuse and exploitation. For example, news 
reports of rape have described offenders as “sleeping 
with” their victims,3 men who engage in buying sexu-
al access to other people are referred to as “clients,”4  
and strip clubs are described as “gentlemen’s clubs.”5  

The word “fantasy” provides yet another example of 
euphemistic labeling. It is used to normalize the sex-
ually exploitative material known as pornography. 
“Fantasy,” according to Oxford Languages, is defined 
as “the faculty or activity of imagining things, espe-
cially things that are impossible or improbable,” and 
as “an idea with no basis in reality.”6 The term is used 
by the general public and pornography users to de-
scribe the use of pornography as something that 
fulfills or merely represents “sexual fantasies.”7 

Euphemistically labeling pornography in this way—
as mere sexual fantasy—disconnects its production 
from the real people featured in it and the real sex 
acts which the pornography portrays, framing it as 
something that exists only in the imagination of its 
consumers or the pixels they see on their screens. 
According to this labeling, if pornography only represents 
people’s “fantasies,” it is reasoned that pornography’s 
production, distribution, and use must be harmless. 

This belief is false. 

Euphemistically labeling pornography as “fantasy” ob-
scures the fact that typically what pornography con-
sumers see depicted on their screens, and from which 
they derive sexual pleasure, actually happened at a 
point in time to real people.a  Pornography depict-
ed on mainstream pornography platforms is often 
degrading, abusive, violent,8 and even includes sex-
ual abuse and exploitation of women and children.9 

Further, its use is devoid of meaningful consent, sex-
ual responsibility toward others,10 and mutuality of 
pleasure between the consumer and the performer.

However, for some pornography consumers today, the 
use of permission-giving euphemisms to rationalize 
the use of hardcore pornography is unnecessary. 
The more “real” (i.e., not manufactured by the 
pornography industry) their pornography, the better. 

The popular pursuit of “real” pornographic content 
has led to an explosion of nonconsensually shared 
sexually explicit material. The fact that those depicted 
did not consent to its creation and/or distribution 
is precisely what makes the material desirable to 
its consumers.      

Whether one labels pornography as “fantasy” or 
“real," what is recorded, distributed, and monetized 
by the pornography industry platforms like Pornhub, 
XVideos, and XNXX all too often mimics or constitutes 
real-life sexual abuse and exploitation. This is 
especially evident regarding a form of sexual abuse 
referred to as image-based sexual abuse (IBSA). 

As this report will show, the pornography industry 
has intentionally exploited and profited from the 
proliferation of IBSA on its distribution platforms, 
resulting in devastating harm to those depicted in 
this material.b  

This cruel reality must be confronted. 

Image-based sexual abuse is an indefensible 
violation. Whether a person’s image was taken 
secretly, stolen, initially shared consensually with 
a person (or persons), artificially created/edited 
and monetized for a wide audience—no person 
who has been victimized in this way “deserves” it. 
Every person should be able to live life free from 
nonconsensually shared sexually explicit images. 

The National Center on Sexual Exploitation 
therefore calls on the general public to demand 
that policymakers enact measures to stop 
the abuse and hold the pornography industry 
accountable. Specific policy measures are 
suggested at the end of this report.

a This excludes, of course, various forms of cartoon pornography. It also excludes computer-generated forged pornography (also known as “deepfake” pornography), as this 
material is created with the use of innocuous images of women which are morphed into pornography using AI-related technologies. While those victimized in this way did not 
participate in the acts that such images portray, they nevertheless suffer extreme emotional and social harm from the circulation of such material on the Internet.   
b The focus of this report is on individuals outside of the pornography industry who are victimized by having IBSA of themselves distributed on pornography platforms. However, 
pornography performers also experience forms of IBSA. This topic is addressed in Part VIII, subsection 7 of this report.   
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Part III: What is Image-based 
Sexual Abuse (IBSA)
IBSA is the creation, manipulation, theft, extortion, 
threatened or actual distribution, or any use of images 
for sexual purposes without the meaningful consent 
of the person depicted. It includes nonconsensual 
distribution of sexually explicit material (popularly 
known as but not limited to so-called revenge 
pornographyc), recorded sexual violence, computer-
generated sexually explicit material (commonly 
referred to as “deepfake” pornography), and video 
voyeurism.d IBSA is often perpetrated in conjunction 
with other crimes such as domestic violence, doxing, 
and sexual extortion. 

Importantly, sexually explicit and sexualized material 
depicting children ages 0-17 constitutes a distinct 
class of material, not to be confused as IBSA, known 
as child sexual abuse materials (CSAM) (i.e., “child 
pornography”) which is illegal under US federal
statute. CSAM is sexually explicit conduct or lascivious 
exhibition of the genitals or pubic area of a person 
under the age of 18. Nudity is not a required element 
of the offense under federal law 18 USC 2256.

c While commonly referred to as “revenge pornography,” revenge is only one among various motivations for the nonconsensual distribution of sexually explicit material 
(see: Asia Eaton, Holly Jacobs, Yanet Ruvalcaba, 2017 Nationwide Online Study of Nonconsensual Porn Victimization and Perpetration: A Summary Report (Cyber Civil Rights 
Initiative, 2017), https://www.cybercivilrights.org/wp-content/uploads/2017/06/CCRI-2017-Research-Report.pdf.) This term inadequately communicates the scope and severity 
of the harm caused by this activity and its use should be avoided.  
d For a complete review of IBSA types and terms see Lisa Thompson, Haley McNamara, Victoria Rousay, Lily Moric, Dawn Hawkins, and Dani Pinter, Identifying Image-based Sexual 
Abuse: Classifications and Definitions (Washington, DC: National Center on Sexual Exploitation, August 2024), https://www.researchgate.net/publication/384396457_Identifying_
Image-Based_Sexual_Abuse_Classifications_and_Definitions. We reuse some language from our Identifying Image-based Sexual Abuse document (with or without modification) 
in Parts III and IV of this report.

. . . any use of 
images for sexual 
purposes without 
the meaningful 
consent of the 
person depicted. 

https://www.cybercivilrights.org/wp-content/uploads/2017/06/CCRI-2017-Research-Report.pdf.)
https://www.researchgate.net/publication/349861030_Image-Based_Sexual_Abuse_Social_and_Legal_Implications
https://www.researchgate.net/publication/349861030_Image-Based_Sexual_Abuse_Social_and_Legal_Implications
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Part IV: Forms of IBSA Common 
in Mainstream Pornography

IBSA material is widely available on pornography 
platforms. A 2022 UK report found that in IBSA cases 
where content is nonconsensually shared, approxi-
mately 40% of the time, the sharing occurred on 
an Internet pornography website and that por-
nography websites were the top-ranking type of 
site where IBSA content of women was shared.11 
IBSA’s presence on pornography websites led to 
the growth of IBSA-based pornography genres,e  
and inspires some viewers to become creators 
and distributors of IBSA material themselves. 

Several forms of IBSAf are commonly found on 
pornography platforms. Examples include 
the following:

1. Nonconsensual Distribution of 
Sexually Explicit Materialg

This form of IBSA occurs when someone shares sexual-
ly explicit images or videos of another person without 
their consent. Once this occurs, it is virtually impossible 
for survivors to get their content permanently removed. 

“There is no end to it, there is no stop, there is no finale. . . . 
It’s like, I’m quite aware that if I was to go on the internet or 
the porn websites now, I would . . . find the videos of me. . . . 
It’s a crime that doesn’t just happen and then that’s done. It’s 
something that is continual, and this could continue for I 
don’t know how long. It could go on for bl**dy ever.”12

Anna | IBSA Survivor

2. Recorded Sexual Violence
Recorded sexual violence occurs when a person is 
sexually assaulted and the assault is captured by still 
photography or video recordings (often while the 
individual is incapacitated, drugged, asleep, or while 
a victim of sex trafficking). The recordings may be 
created by those who are engaging in the sexual assault 
or by bystanders. Often such videos are subsequently 
distributed via forms of information communications 
technology such as social media. The distribution of 
such recordings via mainstream pornography websites 
enables vast numbers of consumers to participate in 
and derive sexual pleasure from the assault or rape and 
exponentially compounds the trauma of those victimized.

e A 2014 news article in The Economist reported that as many at 3,000 pornography websites feature a “revenge” genre. While plausible, we have been unable to verify the 
veracity of this estimate but make note of it here as this figure is reported in some literature concerning IBSA. (See: “Misery Merchants: How Should the Online Publication of 
Explicit Images without Their Subjects’ Consent be Punished?” The Economist, July 15, 2014).  
f In offering the following non-exhaustive list of IBSA categories, we wish to acknowledge the pioneering work of Clare McGlynn, Erika Rackley, and Ruth Houghton in “Beyond 
‘Revenge Porn’: The Continuum of Image-based Sexual Abuse,” Feminist Legal Studies 25 (2017): 25–46, https://doi.org/10.1007/s10691-017-9343-2.  
g Rather than the phrase “nonconsensual pornography” we use “nonconsensual distribution of sexually explicit material.” NCOSE believes it is vitally important to stress 
that the nonconsensual element is the distribution of the material rather than the nature of the material itself. There are two reasons for this: 1) some IBSA material which 
is nonconsensually distributed is initially created and shared (e.g., with a romantic interest) of the creator’s own volition; 2) pornography performers operating within the 
pornography industry may experience IBSA by the pirating of their material or by experiencing force, fraud, and coercion (i.e., sex trafficking) in pornography production. The term 
“nonconsensual pornography” obscures these concerns. Thus, we advocate for the disuse of “nonconsensual pornography.”  
h Computer-generated sexually explicit material overwhelmingly depicts females, however there are also instances where males have been victimized by this form of IBSA. 

The New York Times journalist Nicholas Kristof reported 
finding “many videos on Pornhub that were recordings 
of assaults on unconscious women and girls. The rapists 
would open the eyelids of the victims and touch their eye-
balls to show that they were nonresponsive.”13

3. Computer-Generated IBSA
In this form of IBSA, individuals, overwhelmingly 
women, are technologically forced into appear-
ing nude or performing sexual acts by the theft 
of their images for the creation of forged por-
nography (popularly referred to as “deepfake” 
or “cheapfake” pornography). With the aid of 
widely available computer programs and apps, 
any woman’sh visual identity can be stolen (e.g., 
misappropriated) and morphed into that of a
hardcore pornography performer. The devastating 
impact of this abuse on survivors is not “fake” but 
real and lasting.14

An investigation by NBC News in 2023 found tens of mil-
lions of people have visited websites hosting forged 
pornography.15 Two of the largest websites featuring this 
material were easily accessed via Google and the websites 
used the messaging platform Discord to advertise videos 
for sale and the creation of custom videos.16  

Lauren Book, democratic state Senate minority leader in 
Florida, was extorted by a man who threatened to release 
sexually explicit “deepfakes” of Book unless she gave him 
$5,000 worth of gift cards.17 An investigation also discov-
ered that AI-generated sexually explicit materials of Book 
and her husband were being bought and traded online.18

Research reported by Wired found that in addition to dozens 
of specific deepfake websites where such material is hosted 
and sold, 300 “general” pornography websites incorporate 
forged pornography in some way.19 One of those “general” 
pornography websites was presumably Pornhub, where even 
though the company claimed it would stop hosting deep-
fakes in 2018, the company found ways (e.g., using inactive 
links as clickbait, algorithmic recommendations, keyword 
targeting in its advertising arm TrafficJunky, etc.) to exploit 
the popularity of deepfakes and to profit from them.20

https://doi.org/10.1007/s10691-017-9343-2
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In cases of video voyeurism, the person depicted in 
sexually explicit materiali had no knowledge that 
their images were being recorded while they changed 
clothes, showered, used the toilet, or engaged in 
what they believed were private sexual activities. 
Such videos may also be obtained when a woman is 
engaged in public activities and videos are surrepti-
tiously recorded which attempt to get views under 
her clothing (i.e., “upskirting” and “downblousing”). 
Some victimized in this way will never know they 
have been violated. Others learn about the existence 
of the surreptitiously obtained videos when people 
alert them to their existence on public platforms such 
as pornography websites, and are left to wrestle with 
the feelings of sexual violation, fear, and distrust that 
inevitably follow. 

4. Video Voyeurism:

Unsuspecting women and girls using the DC metro were 
violated by someone who made “upskirt” videos of them 
while they rode the train and uploaded them to the por-
nography site xHamster. A reporter writing about the 
story noted that “the creepshot industry is positively 
booming: There are at least a dozen porn sites 
dedicated solely to upskirt photos and their ilk, 
to say nothing of the myriad Twitter feeds, forums 
and more generalist porn sites that host
the stuff.”21  

In another example, dozens of secretly recorded videos 
of members of the US Navy and Marines in a bathroom, 
ostensibly taken via a peephole, were uploaded to the 
pornography platform Pornhub.22   

  i We define “sexually explicit” to included nudity and depictions of sex acts.

Part IV: Forms of IBSA Common in Mainstream Pornography 
(Continued)

Some victimized 
in this way will 
never know they 
have been violated.
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Part V: Not a Fantasy, Harm in 
Real Life—Examples of IBSA on 
Mainstream Pornography Websites

The following are just a few illustrations of the innumer-
able instances of real-life harm caused by IBSA material 
hosted on mainstream pornography websites.

Woman Discovers IBSA Material of Herself 
Was on Pornhub for a Decade:
Katelynn Spencer was shocked to learn that videos 
of her performing sex acts had been uploaded to 
Pornhub ten years before by a former male friend 
who had groomed and coaxed her into making a sex 
video with him. The man recorded another video 
of her performing a sex act on him without her 
knowledge and uploaded it to Pornhub, this one 
with her name attached to it. This video garnered 
millions of views. There were no laws regarding the 
nonconsensual distribution of sexually explicit material 
in her state. The fallout from this experience cost her 
relationships with family and friends, resulted in divorce 
from her husband, loss of her job, as well as extreme 
psychological duress and physical illness. Her sexual 
exploitation continues to this day, as she explains:

	 I couldn’t physically, mentally, or emotionally 	
	 handle my job because this is a continuous, 	
	 retraumatizing event. Especially when I 
	 was recently informed, I have ‘big fans’ 
             and stalkers on the dark web. This abuse 	
	 is over and over and over. They are watched, 	
	 commented on, downloaded, re-uploaded all 	
	 the time. It is so hard to trust anyone.23 

	 (bold emphasis added) 

Pornhub Hosted Videos of Women Sex 
Trafficked for Pornography under 
“GirlsDoPorn” Brand: 
A group of pornography producers and website op-
erators sex trafficked young women for purposes 
of creating pornography videos they distributed on 
the GirlsDoPorn and GirlsDoToys websites, as well 
as the aggregator site Pornhub. The young women 
were typically lured by false ads for clothed modeling 
opportunities but, upon arriving at specified loca-
tions, were offered money to film pornography.24  A 
variety of tactics utilizing force, fraud, and coercion 
were used against the women to compel them to 
perform filmed sex acts, including pressure to drink 
alcohol and smoke marijuana, threats to sue them, 
threats to cancel return flights that GirlsDoPorn had 
booked, and false promises that the videos would 
never be posted online and that the videos would 
not be released in the US.25 While using the restroom, 
some women even had their clothes and belong-
ings confiscated to prevent them from leaving.26  

GirlsDoPorn was a member of MindGeek’s (for-
mer parent company of Pornhub now known as 
Aylo) “Content Partner Program,” an arrangement 
which allowed it to receive a channel on Pornhub. 
Its Pornhub channel operated for more than eight 
years, during which time it garnered more than 
670 million views27 and 700,000 subscribers.28 For 
months after survivors sued GirlsDoPorn in a civil case 
for fraud, emotional distress, and misappropriation of 
their likeness, Pornhub continued to host “dozens 
of videos with millions and millions of views.”29   
GirlsDoPorn videos were also shared on XVideos.30  

In January 2023, Pornhub was arraigned on a charge 
of unlawful monetary transactions involving sex 
trafficking proceeds, and entered into a deferred pros-
ecution agreement with the US Attorney’s Office for 
the Eastern District of New York.31 In a press statement, 
FBI Assistant Director-in-Charge James Smith stated: 

	 Motivated by profit, Aylo Holdings 
             [parent company of Pornhub] knowingly  
             enriched itself by turning a blind eye to 
             the concerns of victims who communicated  
             to the company that they were deceived and  
             coerced into participating in illicit sexual  
             activity.32  
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Part V: Not a Fantasy, Harm in Real Life—Examples of IBSA on Mainstream Pornography Websites (Continued)

“Amateur/Real” Pornography: 
An Abuse-Riddled Genre

For more than a decade, pornography tube sites allowed 
anonymous third parties to upload vast volumes of their 
own content to their platforms. This user-generated por-
nography, also referred to as “amateur” or “real” pornog-
raphy, appeals to many consumers because of its use of 
inexperienced performers—typically young women with 
no prior involvement in the pornography industry. It is val-
ued for its perceived “realness” and “spontaneity” versus 
the manufactured and predictable nature of commercially 
produced pornography.34 While the popular conception of 
“amateur” is that it involves only “ordinary” people who 
just like making and sharing pornography35 (ostensibly for 
“fun” and not profit), the reality is that this genre is rife 
with forms of IBSA (e.g., nonconsensually distributed 
pornography such as of intoxicated persons and ex-
wives and ex-girlfriends, as well as of voyeur pornogra-
phy from spycam sites).36 

IBSA has mass appeal for pornography consumers 
looking for “amateur/real” content, as IBSA videos 
are typically made either for private purposes and then 
distributed without the consent of the person(s) depicted, 
or they are obtained while the person is incoherent (i.e., 
drugged, intoxicated, asleep) or while they are unaware 
(i.e., secretly recorded). 

Muddying these waters, “amateur” is also a genre of por-
nography produced and distributed by the pornography 
industry which intentionally mimics nonprofessional 
pornography (e.g., using no screenplay or storyline, no 
apparent editing, poor recording quality, first-person in-
volvement of the video creator, etc.) and is a staple of the 
mainstream trade.37 (The lines between user-generated 
“amateur” and industry-produced pornography are further 
blurred by the practice of referring to performers who op-
erate independently or with small production companies 
as “amateurs” even though they seek renumeration for the 
pornography they produce.) 

In the case of GirlsDoPorn, in which women were sex traf-
ficked for pornography production, the films were mar-
keted exploiting the amateur aesthetic with descriptive 
material stating that the brand’s videos featured “normal 
everyday” girls and were “‘normal first timers’ with ‘no 
prior experience’ in pornography. . . .”38    

In 2024, Pornhub reported that it saw an increase in 
“amateur” porn searches, stating “it seems that people 
want something more real!”39 Of note, “real amateur” was 
among the top 30 search terms for the platform. “Ama-
teur” was among the top five most popular search terms 
for countries like France and Italy, and grew in popularity 
by +308% in Spain.40 A +457% increase in “dutch amateur 
homemade” was reported for the Netherlands.41 

French Pornography Baron Arrested on 
Charges Involving Rape and Sex Trafficking:
Michel Piron, owner of one of France’s largest por-
nography websites, Jacquie et Michel, was arrested 
in June 2022 on charges including alleged complicity 
in rape, pimping, and sex trafficking of women they 
filmed for pornography, along with his wife and three 
male pornography performers.33 The site marketed 
itself as a leading provider of so-called “amateur” 
content—a pornography genre that suggests that it 
depicts “nonperformers” engaged in private sex.

French porn site owner 
arrested over rape and 
pimping accusations...
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Part V: Not a Fantasy, Harm in Real Life—Examples of IBSA on Mainstream Pornography Websites (Continued)

Woman’s Image Stolen, Used for Dating 
and Erectile Dysfunction Ads
A woman who works as a news anchor sued WCGZ 
S.R.O (XVideos’ owner) and other tech companies 
for allegedly using her image for dating and erec-
tile dysfunction ads without her knowledge.42 
The woman learned of the existence of the ads from 
co-workers.43 The image of the woman used in the 
ads was obtained from security camera footage at a 
convenience store.44   

Women Twitch Streamers Sexually 
Abused via Forged Pornography
Brandon “Atrioc” Ewing, a popular streamer on the 
video-gaming streaming platform Twitch, inadvertent-
ly revealed that he had paid to view realistic, forged 
pornography (popularly referred to as “deepfake” 
pornography) of fellow female Twitch streamers.45 He 
purportedly viewed the IBSA material after seeing 
advertisements for it on Pornhub.46 The women 
streamers featured in the videos had not appeared 
in pornography. They only learned that images of 
themselves had been used to create computer-gen-
erated pornography videos that were available on 
a subscription pornography website following the 
reports that Ewing had used the site.47 One of the 
survivors had vowed to sue the creators of the ma-
terial, but has since stated, “Every single lawyer I’ve 
talked to essentially have come to the conclusion that 
we don’t have a case; there’s no way to sue the guy.”48  

Women Athletes Sexually Abused Via Vid-
eo Voyeurism and Trafficking of Material 
on Pornography Tube Sites
In 2012, women who were part of a university field 
hockey team traveled to Limestone University, a 
private liberal arts college in South Carolina, to play 
its women’s field hockey team. The women from the 
visiting team were directed by Limestone represen-
tatives to a men’s locker room for their use before 
and after the game. While using the locker room 
to change clothes and shower, the women were 
surreptitiously video recorded via a hidden camera 
placed in the locker room by a Limestone employ-
ee.49 The videos were subsequently uploaded to the 
websites of the mammoth pornography/technolo-
gy companies Pornhub (owned by MindGeek, now 
known as “Aylo”) and xHamster.50  

These companies allegedly allowed, incentivized, and 
profited from content uploaded to their platforms by 
third parties. Neither company required verification 
of the identity or consent of the women secretly 
filmed at Limestone when the image-based sexual 
abuse (IBSA) material was uploaded to their sites.51 
It is alleged that the IBSA material was then catego-
rized, titled, and tagged by the companies to direct 
pornography consumers to it.52 MindGeek/Aylo’s 
websites also featured a download button, facilitating 
the transfer and permanent control of the IBSA ma-
terial to anyone, thus allegedly facilitating the mass 
sexual exploitation and sex trafficking of the women 
secretly filmed at Limestone.53  

South Korea’s Video Voyeurism Epidemic
Prosecutors report that sexual crimes involving hid-
den cameras in South Korea increased elevenfold—
from 564 in 2006 to 6,615 in 2017.54  In 2016, more 
than 7,000 South Korean women found IBSA of 
themselves on pornography websites which includ-
ed them engaged in activities such as sex, using the 
toilet, in bikinis, or walking on the street.55 Frustrat-
ed by the widespread ongoing abuse, in May and Au-
gust 2018, thousands of South Korean women rallied 
against the country’s video voyeurism epidemic, many 
with signs saying, “Our lives are not your porn.”56 
The social harm inflicted by the IBSA videos has led 
some women to hide from the public or even to have 
plastic surgery to change their physical appearance.57 
One South Korean woman tragically died by suicide in 
the aftermath of learning she was secretly filmed by a 
colleague in a hospital changing room.58 Research into 
“tags” used to label pornography uploaded by third 
parties on xHamster, found that the term “Hidden 
Cams” was among the three most over-represented 
terms for pornography in the “Korean” nationality 
category on the site.59 
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Arrest of Man for Filming “Upskirt” Videos 
Leads to France’s Largest Rape Case
Following Dominique Pelicot’s arrest in 2020 by French 
police for attempting to film under the skirts of four 
women while at a supermarket, police found approxi-
mately 20,000 videos and films depicting the rape of his 
wife Gisèle Pelicot in a computer hard drive file titled 
“abuse.”60  From 2011 to 2020, Dominique Pelicot had 
been giving his wife tranquilizers and filming her while 
sedated—in a condition the prosector described as “a 
state of torpor closer to a coma than sleep”—as men he 
invited to their home raped her.61  Dominique Pelicot is 
believed to have recruited more than 80 men to rape 
his wife via an online chatroom called A son insu (i.e., 
“without her knowledge)62; 51 men including her hus-
band were convicted in the case.63 Also noteworthy, in 
2010, Dominique Pelicot was caught using a pen with a 
small hidden camera to film up women’s dresses while 
in a supermarket in Paris; he was fined and Gisèle was 
not informed of the incident.64 He is also under investi-
gation for the attempted rape of a woman in 1999 and 
the rape and murder of a woman in 1991.65

As of February 2025, it is unclear if Dominique Pelicot, 
or the other men who raped Gisèle, shared images or 
videos of the abuse via pornography or other online 
platforms. However, on at least one pornography site, 
XVideos, it is clear that Gisèle Pelicot’s abuse is of 
interest to their users, as the site returns 331 results 
for her name (see Figure 1). These videos may, or may 
not, be of Gisèle Pelicot. It is grotesque and deplorable 
that world’s second most popular pornography site is 
allowing the name of the world’s most known survivor 
of serial rape to return search results in order to entice 
and maintain the interest of users wanting to access 
videos of her rapes. 

Figure 1: Search Results for “Gisele Pelicot” on XVideos, February 19, 2025j

Part V: Not a Fantasy, Harm in Real Life—Examples of IBSA on Mainstream Pornography Websites (Continued)

  j Screenshot captured February 13, 2025.

Dominique Pelicot was 
caught using a pen 
with a small hidden 
camera to film up 
women’s dresses 
while in a supermarket 
in Paris.
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Part VI: Traumatic Impact of 
IBSA on Those Victimized

IBSA is widespread and its impacts on survivors are 
broad and unremitting. A study conducted in Australia 
reported that 1 in 5 persons of 4,274 participants (2,406 
female; 1,868 male) had experienced at least one form 
of IBSA. Among those who had experienced IBSA, 
80.8% of women and 72.9% of men reported feeling 
annoyed, humiliated, depressed, angry, or fearful 
as a consequence.66 In 2017, an online survey of 3,044 
individuals conducted in the US reported that compared 
to people without IBSA victimization, survivors of IBSA 
had “worse mental health outcomes and higher levels 
of physiological problems.”67  Informal, online survey 
data from August 2012 – December 2013 found that 51% 
of those victimizedk by IBSA contemplated suicide as a 
result of their experience.68

Further, in a study which interviewed 75 survivors of 
various forms of IBSA from the UK, Australia and New 
Zealand, participants described additional impacts 
including social rupture (i.e., disruption of one’s sense 
of self and relationships with others), the constancy of 
harm (“endlessness”), and a sense of what researchers 
termed “existential threat” (i.e., a sense of constant 
apprehension and perpetual vigilance).69  One participant 
described feeling “completely, completely broken” 
and others described their experiences as “life-ruining,” 
“hell on earth,” and “a nightmare . . . which destroyed 
everything.”70  One survivor stated, “‘[it] transcends 
[everything], it impacts you emotionally, physiologically, 
professionally, in dating and relationships, in bl**y every 
single factor of your life.”71 

  k There were 1606 total respondents of which 361 had been victimized.

Often IBSA is a concurrent form of abuse alongside 
additional exploitative dynamics such as intimate 
partner abuse,72 sexual extortion,73 and sex 
trafficking.74 Additionally, those victimized by 
IBSA often face the ordeal of being doxed—having 
their personal, identifying information published 
online—together with the images. A survey of 
IBSA survivors found doxing abuses were common: 
59% reported that their full names were published 
alongside their sexually explicit imagery; 49% 
had social/network information shared; 26% an 
email address, 20% their phone number, 16% 
their home address, and 14% a work address.75

When victims report IBSA to law enforcement they 
may be dismissed, blamed, or ridiculed. Like other 
forms of sexual abuse, there is a societal trend 
toward victim blaming in IBSA cases.76
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Part VII: Defining the 
“Pornography Industry”

What Do We Mean by 
“Pornography Industry”
We use the term “pornography industry” to refer to all 
owners, shareholders, directors, and employees of 
companies involved in the production, advertising, 
monetization, or distribution of the depiction and 
commercialization of human nudity and/or sexual activity 
for consumption by third parties via visual, audiovisual, 
or virtually interactive means. Many business enterprises 
are fully engaged in such activities and comprise “the 
core” of the pornography industry. However, much of 
the ownership, power, and control within the pornog-
raphy industry is now held by its top online distribu-
tors. Thus, most of the discussion that follows centers 
on these actors—the world’s leading pornography 
distributors—XVideos, Pornhub, XNXX, XHamster, 
and their parent corporations.l 

Even so, it is important to note that other corporations—
particularly mainstream companies in the technology, 
social media, and financial sectors (e.g., Fortress In-
vestment Group, JP Morgan,77 Raymond Chabot Grant 
Thornton, IBS Capital, Redwood Capital Management 
LLC, and Roystone Capital Management LP78)—facil-
itate the operations of the online pornography industry 
and have derived profits from the commodification of 
human sexual interactions. The government of Quebec 
extended subsidies to MindGeek from 2011 to 2018, 
totaling roughly $189,215.79 Until recently, Mastercard 
and Visa also played an important role as payment 
processors for MindGeek’s Pornhub and its advertising 
arm TrafficJunky.80 Grant Thornton Ireland provided 
auditing services to four Dublin companies owned 
by MindGeek.81   

Further, given the rampant presence of pornography 
on some mainstream platforms, such as Instagram,82 
Reddit,83 X (Twitter),84 and Discord,85  as well as the 
significant role these platforms play in advertising, 
monetizing, and normalizing pornography within pop-
ular culture, they, too, are rightly considered part of 
the pornography industry ecosystem. In the discussion 
that follows, however, we focus on the role of the major 
distributors of pornography in facilitating and profiting 
from IBSA and not the industry’s broader ecosystem. 

Yet, we must also emphasize that consumers 
of pornography, whether they pay for pornography or 
not, bear enormous culpability for the many harms 
of the industry (IBSA-related and beyond), as their 
demand for pornography is the lynchpin on which the 
entire pornography industry spins.m Whether wittingly or 
unwittingly, consumers enable and perpetuate indus-
try-related harms and are therefore complicit in the 
vortex of physical, psychological, sexual, and sociolog-
ical harms perpetuated by the pornography industry.

All consumers of pornography, all mainstream com-
panies that provide financing, marketing, web devel-
opment, or other services to, and all parties involved 
in the many dimensions of the pornography indus-
try—excluding those exploited in or sex trafficked 
for its production—bear responsibility for indus-
try-related harms, including those inflicted by IBSA. 

l The world’s top pornography distributors also engage in other aspects of the industry. For instance, MindGeek developed TrafficJunky, an advertising and digital marketing 
company that in 2021 reportedly served 4.6 billion ad impressions a day, as well as an “adult” video game subsidiary and a VPN product. See: Joe Castaldo, “Lifting the Veil of 
Secrecy on MindGeek’s Online Pornography Empire,” Globe and Mail, February 4, 2021, https://www.theglobeandmail.com/business/article-mindgeeks-business-practices-
under-srutiny-as-political-pressure/.    
m Pornography consumers become full members of the “pornography industry” by creating and uploading content to pornography websites. Individuals consuming so-called 
“free pornography” nevertheless participate in a highly capitalistic system which generates large sums of money from advertising.

https://endsexualexploitation.org/wp-content/uploads/Instagram-Notification-Letter_DDL-2023_FINAL.pdf
https://endsexualexploitation.org/wp-content/uploads/Reddit-Notification-Letter_DDL-2023_FINAL_Redacted.pdf
https://endsexualexploitation.org/twitter/
https://endsexualexploitation.org/discord/
https://www.theglobeandmail.com/business/article-mindgeeks-business-practices-under-srutiny-as-political-pressure/
https://www.theglobeandmail.com/business/article-mindgeeks-business-practices-under-srutiny-as-political-pressure/


15

“We must also emphasize that consumers of pornography, 
whether they pay for pornography or not, bear enormous 
culpability for the many harms of the industry.”
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Part VII: Defining the “Pornography Industry” (Continued)

Power and Influence within the 
Pornography Industry
While it may appear otherwise, the pornography 
industry is a highly concentrated oligopoly consisting 
of three entities: 

• WebGroup Czech Republic (WGCZ) Holding 
• Ethical Capital Partners/Licensing IP 
  International S.ár.L.
• Hammy Media LTD

WebGroup Czech Republic (WGCZ)
Two of the world’s top pornography sites, XVideos 
and XNXX, are owned by an intricate and intertwined 
group of companies, of which the principal is Web-
Group Czech Republic (WGCZ) Holding. At least 60 
companies are related to or owned by WGCZ, in-
cluding Bang Bros, DDF Network, Penthouse entities, 
Private Media Group, Erogames, Traffic F, and GTFlix 
TV, VS Media, Inc.86  

Ethical Capital Partners/Licensing IP 
International S.ár.L.
The pornography tube site Pornhub operates under 
the corporate banner “Aylo,” formerly MindGeek.87 
MindGeek was purchased for US$400 million in 
March 2023 by the British Virgin Islands-based, 
private equity firm known as Ethical Capital Part-
ners (no, we are not kidding).88 The deal purportedly 
made Fady Mansour owner of 75 percent of the three 
entities dubbed “shadow MindGeek”—FDCO Holding 
(Feras Antoon and David Tassillo principals), Acaju 
Investments S.A. (Bernd Bergemar owned), and RK 
Holdings LLC (Bergemar owned).89 However, it has 
been alleged that Ethical Capital Partners “pretend-
ed” to buy MindGeek, leaving Bernd Bergemar (also 
spelled “Bergmair”), Feras Antoon, and David Tassillo 
the real owners of the pornography giant.90 In addi-
tion, the trademark of Pornhub is held by Licensing 
IP International S.ár.L., which also holds the trade-
marks of nearly 300 pornography sites and busi-
nesses such as Boys First time, Brazzers,n Dick Dorm, 
Dron Porn, Extreme Asses, Hentai Pros, Let’s Try Anal, 
MindGeek, Moms  Bang Teens, Peeperz, Reality Dudes, 
Reality Kings, Real Amateurs, Red Tube, Twistys, 
YouPorn, and XTube.91 Despite promises of “transpar-
ency,” Ethical Capital Partners has not revealed the 
details of its acquisition, thus the current ownership of 
Aylo/MindGeek remains unclear. 92

n Brazzers, as well as Mofos and Digital Playground, are production arms of MindGeek/Aylo.  
o “Desi” is a term used to describe people (or other things) from the Indian subcontinent. However, xHamster.desi does not feature pornography exclusively of people from 
that geographic region.

Hammy Media LTD
Another titan of online pornography is Hammy Media 
LTD, owner of xHamster. Extensive research by a Ger-
man journalist revealed that its likely owners are Oleg 
Netpenko and Dmitry Gusev.93  That research also 
revealed a multilayered structure of affiliated business-
es, including entities such as TrafficStars LTD, xHam-
sterLive, Faphouse, Technius LTD, Tecom LTD, Online 
Media Entertainment Holding, and Wisebits LTD.94 
xHamster.desi also appears to be a related entity.o
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Pornography
Platform

2024 
Global 

Ranking

2024
Total 
Visits

Average 
Monthly
Unique
Visitors

Industry 
Rank Corporation Owners/Founders Year 

Foundedp

Pornhub 16th 21.5 B 290.8 M 1st Mind
Geek/Aylo

Current owners: Ethical Capital Partners 
(Fady Monsour 75% shareholder)98 and 

Licensing IP International S.ár.L.?
Past owners include: Bernd Bergemar, 

Feras Antoon, David Tassillo, and 
Fabian Thylmann99 

Founders of Pornhub: Matt Keezer, 
Stephane Manos, Ouissam Youssef, and 

Feras Antoon100 

2007101

XVideosq 17th 16.2 B 202.2 M 2nd

WebGroup 
Czech Republic 

(WGCZ 
Holding)102

Stephane Michael Pacaud and Deborah 
Malorie Pacaud103

1997104 
/2007105

xHamster 26th 11.4 B 201.2 M 3rd Hammy Media 
LTD106

Oleg Netepenko and 
Dmitri Gusev107 2007108

XNXX 30th 10.3 B 142.6 M 4th

WebGroup 
Czech Republic 

(WGCZ 
Holding)109

Stephane Michael Pacaud and Deborah 
Malorie Pacaud110

1997111 
/2003112

Table 1: World’s Top Pornography Platforms According to 2024 Similarweb Global Web Traffic Data97 

Part VII: Defining the “Pornography Industry” (Continued)

“. . . in the pornography world, the competition 
between the two companies, MindGeek and WGCZ, 
is fierce. They’re like rival clans, the Montagues and 
Capulets of porn.”95 

Patricia Nilsson | The Financial Times

XVideos received more total web traffic 
in January 2024 than Internet giants 
Amazon, TikTok, and Netflix.96 At that 
time, Pornhub and XNXX outranked the 
global traffic of Reddit, LinkedIn, and Netflix.

p We have not been able to establish with absolute certainity when XNXX and XVideos were established. For instance, one source claims that domain names for XVideos and   
XNXX were created in 1997 but provides no evidence (see endnote 90). In another source, WGCZ S.R.O. claims to have acquired the domain name XNXX.com on February 22,  
2003. This leaves open the possibility that XNXX.com was in use at an earlier date by another party (see Decisión del Panel Administrativo no D2014-0494 of WIPO Arbitration  
and Mediation Center, Tuesday June 17, 2014, case WGCZ S.R.O. v. Whois Privacy Services Pty Ltd./Murat Yikilmaz, https://international.vlex.com/vid/wgcz-whois-privacy-ltd-  
murat-yikilmaz-516274294). It is widely stated on the Internet that XVideos was founded in 2007, but we were unable to identify formal evidence supporting this date 
(see endnote 90). 
q XVideos and XNXX purportedly provide different interfaces to the same corpus of videos. See Mazieres et al. at endnote 91.

http://XNXX.com
http://XNXX.com
https://international.vlex.com/vid/wgcz-whois-privacy-ltd-murat-yikilmaz-516274294
https://international.vlex.com/vid/wgcz-whois-privacy-ltd-murat-yikilmaz-516274294
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Part VIII: How The Pornography 
Industry Fuels IBSA

7. Failure to protect pornography  
    performers from pirating of content:
    Pornography tube sites have depended on copious  
     amounts of pirated pornography (i.e., copied and  
     redistributed without compensation to the creator/s)  
     as a key component of their “freemium” profit  
     model. This exploits pornography performers,  
     not only sexually, but also monetarily.  

8. Exploitation of AI and normalization 
    of forged pornography: 
    Pornography site images—including images 
     of  sex trafficked persons—have been  
     nonconsensually harvested from pornography 
     sites and used to create so-called “artificial” or  
     “deepfake” pornography. This constitutes  
     nonconsensual use of the performers’ material 
     and therefore is a form of IBSA. The industry 
     also largely turns a blind eye to the presence of  
     deepfake material on their platforms. 

9. Lack of meaningful survivor-support  
    services and failure to permanently     
    remove IBSA:  
    Pornography platforms lack robust, survivor- 
     centered processes for the removal of IBSA  
     from their sites, which forces victims to  
     continually monitor pornography platforms  
     to report and request removal of their sexual  
     abuse material. Thus, the pornography industry  
     transfers the onus of responsibility for this task 
     to survivors and furthers their mental anguish.

Nine Ways the Pornography Industry Fuels 
Image-based Sexual Abuse
The mainstream pornography industry fuels IBSA and 
harm to the people it depicts in at least nine ways:

1. Sexual socialization of pornography 
    users to IBSA: 
    IBSA on pornography platforms is categorized  
     and tagged using IBSA-related search terms and  
     thus presents IBSA and those portrayed in it 
     as sex objects for masturbatory use by 
     pornography consumers.

2. Industry profiteering – the “free” 
    pornography profit model:    
    For years ubiquitous amounts of “free” pornography  
    uploaded to tube sites by unknown third parties    
    drew vast amounts of traffic to their sites. This was  
    (and in some cases remains) the basis of the industry’s  
    profitability and incentivizes them to ignore 
    blatant IBSA (and CSAM) on their platforms. 

3. Disregard for age and consent 
    verification law: 
     For more than a decade, pornography platforms    
     ignored an existing law requiring age and identity  
     verification of those depicted on their platforms.

4. Anonymous user uploads and lack 
    of robust content moderation:  
    Nonexistent or inadequate screening protocols for  
     uploaders of content to pornography platforms  
     allowed IBSA material to become public  
     on pornography sites. Lack of vigorous content  
     moderation allows the material to remain on   
     pornography platforms indefinitely. 

5. Mass publicization and global trafficking 
    of IBSA: 
     IBSA uploaded to pornography platforms 
     publicizes it to their global audience of consumers.  
     Additionally, platforms have allowed, or continue  
     to allow, the downloading of IBSA material shared on 
     their platforms thus facilitating its global distribution.

6. Facilitation of serial sexual abuse 
    and exploitation: 
     Hosting, enabled downloading, and harvesting    
     of IBSA material from pornography websites   
     fuels survivors’ perpetual, mass sexual abuse 
     and exploitation by allowing countless others to  
     possess and/or profit from the material, causing  
     them incalculable, lifelong emotional, physical,  
     and social distress. 
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Part VIII: How The Pornography Industry Fuels IBSA (Continued)

Pornography Industry Culpability for the 
Exponential Rise of IBSA
A large portion—if not the majority—of the respon-
sibility for the rise in image-based sexual abuse lies 
at the feet of the pornography industry. As noted 
above, it has fueled the exponential rise in IBSA in 
nine ways: 

1) sexual socialization of pornography users to IBSA 
2) industry profiteering— the “free” pornography    
    profit model
3) disregard for age and consent verification law 
4) anonymous user uploads and lack of 
    robust content moderation 
5) mass publicization and global trafficking of IBSA 
6) facilitation of serial sexual abuse and exploitation
7) failure to protect performers from pirating 
    of content 
8) exploitation of AI and normalization of 
     forged pornography 
9) lack of meaningful survivor-support services        
    and failure to permanently remove IBSA.

In what follows, we take a deeper look at these issues. 

1. Sexual Socialization of Pornography Users to IBSA

The technological advances afforded by broadband 
Internet access and high-quality streaming video,113 

as well as smartphones and other mobile devices,114 

ushered in the rapid transformation of the pornography 
industry in which its prior analog forms like magazines 
and VHS tapes gave way to an almost entirely 
online industry. This shift made pornography vastly 
more accessible. While Playboy’s peak circulation in 
November 1972 was 7.16 million,115 Pornhub reported 
in 2021r  that 130 million people visited its site 
daily116 and there are now billions of visits to the 
world’s top pornography sites monthly (see Table 1).   

Additionally, with the advent of Web 2.0—a period 
during which traditional consumers of Internet 
content were transformed into producers and 
distributors of media via platforms like YouTube—
the pornography industry’s business model was 
further revolutionized.117 Popularly referred to as 
“Porn 2.0,”s  the hallmark of this new era is the 
pornography “tube site” (i.e., aggregator websites) 
where pornography consumers upload/distribute 
their own pornography, as well as view, comment 
on, rate, and promote the content of others.118 Thus, 
in a phenomenon termed “prosumption” many 
pornography consumers transitioned from passively 
consuming whatever the pornography industry 
churned out, to becoming active participants in 
pornography production—“prosumers.”119

These unverified consumers/producers of pornography 
had free reign to anonymously upload content to 
tube sites, helping the industry ensure a sufficient 
supply of “fresh” and “free” material to keep 
consumers coming back.t This material comprised a 
substantial portion of the content available on tube 
sites supporting their “freemium” profit model, 
which required large amounts of “free” pornography 
to attract consumers, a subset of whom the industry 
seeks to convert into payees by offering a diversified 
range of products, including “camming,”u custom 
videos,v merchandise,120 as well as dating and escort 
prostitution sites.121 Some of this free pornography 
is/was pirated,122 some of it is commercially 
produced, and significant amounts are/were 
“user-generated.”123

r This is the most recent year for which Pornhub published this data point. 
s Long before “Porn 2.0” some pornography sites utilized user-generated material, such as Voyeurweb, which was founded in 1997. The website allowed feedback from users and 
featured discussion forums. It should be noted that as a voyeur-based pornography website, the material inherently constituted IBSA of those it portrayed. Regarding Voyeurweb, see: 
David Slayden, “Debbie Does Dallas Again and Again: Pornography, Technology, and Market Innovation,” in Porn.com: Making Sense of Online Pornography, ed. Feona Attwood (New 
York, NY: Peter Lang Publishing, 2010).
t The fact that pornography tube sites depended on anonymously uploaded user-generated content for many years is undeniable. However, since a major spotlight was placed on 
the pornography industry by journalists, beginning with a piece by Nicholas Kristof in December 2020, it is now less clear how much pornography continues to be sourced from 
unverified uploaders as some pornography websites have implemented user-verification requirements.    
u “Camming” is a term that refers to the practice of producing live sexual performances via the use of web cameras which are streamed to others over the Internet in return for various 
forms of renumeration.
v “Custom videos” in this context refers to the creation of pornography for a particular buyer/consumer according to their specifications, also known as “bespoke” pornography. 
Both camming and custom video production are forms of online prostitution.
 w The year 2019 marks the peak of user uploads to Pornhub for years prior to 2020. Pornhub did not publish its total number of user uploads for 2020—the year it came under 
intense scrutiny for the presence of CSAM and IBSA material on its platform. Since then, the total number of user uploads to Pornhub has been much smaller as illustrated in Table 4.  
x “Instrumental attitudes” towards sex hold that “the sole purpose of sex it to have pleasure and excitement without the need for love or intimacy.” See endnote 125, page 1123. 

As reported by Pornhub, 6.83 million new videos were 
uploaded to the site in 2019.w They claimed that if a person 
began viewing all those videos consecutively starting in 1850 
that the person would still have been viewing them in 2019.124

A longitudinal study found that among a sample of adolescents 
and young adults pornography use was associated with an 
increased willingness to nonconsensually share sexually 
explicit sexts of a stranger. Pornography use also predicted 
nonconsensual sharing of sexually explicit sexts of friends 
and ex-partners for those with high “instrumental attitudes,”x  
and of a dating partner for those with low instrumental 
attitudes toward sex.125 

http://Porn.com:
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Part VIII: How The Pornography Industry Fuels IBSA (Continued)

The availability of massive volumes of free pornography, 
along with the use of aggressive marketing tactics126

and its ability to harness data mined from billions of 
views,127 positioned the pornography industry as the key 
institution for shaping society’s, indeed the world’s, 
norms of sexual conduct.128 This influence over societal 
sexual norms extends to IBSA in the following ways:  

A) the pornography industry’s normalization A) the pornography industry’s normalization 
     of IBSA and     of IBSA and
B) the pornography industry’s active shaping B) the pornography industry’s active shaping 
     of their consumers’ sexual appetite for IBSA.     of their consumers’ sexual appetite for IBSA.

A. The Pornography Industry’s Normalization of IBSAA. The Pornography Industry’s Normalization of IBSA

For years mainstream pornography websites like 
Pornhub, XVideos, and XNXX have hosted material 
uploaded by anonymous users (i.e., prosumers). 
Journalist Nicholas Kristoff documented that on 
Pornhub, some of this material was IBSA-based, 
such as “revenge” pornography, spy cam videos 
of women showering, and sexual assaults of 
unconscious women.129

In her book Take Down: Inside the Fight to Shut Down 
Pornhub for Child Abuse, Rape, and Sex Trafficking, Laila 
Mickelwait writes of finding thousands of IBSA videos 
(as well as child sexual abuse material) on Pornhub. 
In describing a video of a naked and drunk woman 
which was uploaded to the site, Mickelwait notes how 
commentors mocked the woman saying,
“I would take advantage of her all night,” and 
“So hot. Love how drunk she is.”130 (bold emphasis 
added)

An investigation by journalists into XVideos found that 
it was easy to find videos similar to those which Kristof 
and Mickelwait had documented were available on 
Pornhub. In their report, the journalists described one 
such video of an unconscious woman being sexually 
assaulted. In the video, which at the time had 121,000 
views, someone left the comment, “I love the fact that 
she looks so lifeless lol.”131 At that time there were also 
XVideos search categories such as “against her will” 
and “drugged and f**cked.”132

Additionally, researchers in the UK who conducted a 
content analysis of pornography video titles appearing 
only on the landing pages of Pornhub, XVideos, and 
XHamster for a period of six months during 2017-2018, 
reported that 1 in every 8 titles (12%) described 
activities that constitute sexual violence, including 
IBSA.134 Image-based sexual abuse was the third most 
common category of sexual violence, depicted in 2.2% 
of titles. This category included so-called “revenge 
porn,” “upskirting,” and spy cam video titles. The 
predominant focus in the category was on voyeurism, 
with “voyeur” and “hidden” being the most common 
words identified. 

While 2.2% may seem like a small number, when 
considered in the context of the billions of monthly 
views occurring on these sites (see Table 1), their 
potential socializing influence on platform users—to 
accept IBSA as masturbatory material or as acceptable 
behavior in which to engage offline—is immense. This 
is because landing pages (i.e., “home” pages) are “the 
most visible part of the website, and therefore 
common to most users regardless of individual 
browsing patterns.”135 Further, the study only assessed 
titles from landing pages, not the titles on myriad 
other pages of available content, nor did it conduct 
analysis of video content which may depict IBSA even 
though it was not given an IBSA-themed title. Thus, the 
total amount of IBSA material contained within these 
websites is likely much greater than what was found in 
the analysis of landing page pornography video titles.   

It is also important to recognize that content on 
pornography tube sites is categorized and tagged. 
Mazieres et al. explain, “Tags, categories and keywords 
are similar words for semantic descriptors. They are 
fundamental elements of the contemporary web: they 
sort content into menus and lists. They are the basis 
of the algorithms that allow content to be indexed in 
such a way as to improve the searching and browsing 
experiences of users.”136 Relative to pornography 
platforms, this practice has been described as being 
“predominantly concerned with labelling women 
and categorizing female bodies from a male and 
heterosexual point of view.”137

In other words, indexing and categorization by use 
of tags creates visibility for subcategories and gives 
pornography platform users faster access to the 
specific content they seek.138 IBSA-related tags on 
pornography uploaded to pornography tube sites 
enable users to easily locate IBSA-themed material. 
Whether such videos involve real IBSA or are staged 
to suggest IBSA, the labels/tags socially condition 
pornography consumers to consider IBSA as 
suitable material for masturbation and normalize 
IBSA behaviors.

Journalists documented image-based sexual 
abuse on XVideos133 including:

• A video of a man’s hand penetrating a motionless woman. 
The anonymous uploader commented, “This was New Years Eve. 
My girlfriend was upstairs sleeping, while I was fingering her 
drunk friend.” (368,000 views)

• A video of a man masturbating with the limp hand of a woman 
who appeared unconscious. (1.2 million views)
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“In cases where the material is actual IBSA, consumers 
sexually pleasure themselves to the real-life sexual abuse 
of others.”

Part VIII: How The Pornography Industry Fuels IBSA (Continued)
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Part VIII: How The Pornography Industry Fuels IBSA (Continued)

Research conducted on databases of pornography 
tags assigned to videos uploaded by third parties on 
xHamster and XNXX found that on both sites the 
term “amateur” pertained to 30% of entries on the 
sites, revealing the term’s dominant popularity.139 
Additionally, a network analysis of xHamster tag 
data identified a strong association between IBSA-
related tags such as “upskirts,” “voyeur,” “showers”, 
and “hidden cams,” and the tag “amateur” as 
shown below.y 

Figure 2: xHamster Tag Network140

Further, pornography platforms often feature 
algorithmic “recommendations” that profile popular 
content or elevate specific content based on users’ 
profiles and/or viewing history.141 The result is 
technologically engineered pornography that has 
the power to replicate and reinforce powerful 
sexual norms.142  

In 2019, Henry and Flynn reported “a large demand 
for nonconsensual imagery on pornography sites.”143 
Specifically, on one unnamed site, they found 17,358 
videos under “Revenge Porn,” 16,619 videos under 
“Ex-Girlfriend,” 15,965 under “Hidden Cam,” and 9,160 
under “Leaked.”144          

It is now early 2025—more than four years since 
The New York Times exposé which brought high 
profile awareness to the IBSA and CSAM existing 
in plain sight on Pornhub.145 While Pornhub has 
implemented measures aimed at stopping the 
sharing of IBSA and CSAM on its platform,146 as 
Table 2 demonstrates, Pornhub continues to 
provide results for pornography under IBSA-
themed search terms. WGCZ Holdings’ companies 
XVideos and XNXX do so as well, and on a much 
larger scale. We documented that Pornhub, XVideos, 
and XNXX are providing search returns for IBSA-
themed categories such as “leaked,” “real hidden,” 
“spy,” “upskirt,” “voyeur,” and many others. 

Figures 3 and 4 illustrate that IBSA is present on 
both XVideos and XNXX in 2025 and user download 
capacity is enabled, and shows the number of views 
for such content. Figures 5-8 provide illustrations of 
IBSA-related search terms on XVideos.z

IBSA-themed material is searchable on top pornography 
tube sites by a wide variety of terms, many of which 
intentionally utilize misspellings, slang, abbreviations, or 
spacing variations. Such tactics help uploaders avoid the 
already low probability of their material being removed 
by moderators (see footnotes jj-ll).

According to video titles, common places for obtaining 
voyeur-themed videos include public restrooms, 
changing rooms, Airbnbs, hotels, beaches, and 
gynecological facilities.

y This is a partial image of the xHamster tag network; to view the full network, see endnote 140.
z Whether the videos provided in these search results are actual IBSA we are uncertain. The point here is that IBSA-related search terms are operational on Pornhub,    
  XVideos, XNXX, and xHamster. These search terms are both a reflection of the types of content that their users are seeking, as well as of Pornhub, XVideos, XNXX, and   
  xHamster continuing to fetishize IBSA by recommending and surfacing material under IBSA themes.
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 Search Terms  Pornhub Dec 2023  XVideos Feb 2025  XNXX Feb 2025  xHamster Feb 2025

AI Pornbb 48,585 198,718 230,866 128,700

Amateur 2,037,464cc 474,373 391,940 1.1 M

Celebrity Sex Tape 918 287,113 319,701 330

Deep Fake IBSA Warning Message 75,761 95,022 No results

Hidden 3,179 13,636 14,960 No results

Leaked 20,072 3,393 2,470 2,300

Only Fansdd 8,039 No Results 42,484 18,600

Real Celebrity Sex Tape Unknownee 346,745 86,881 1.9M

Real Hidden 1,057 81,758 90,370 No results

Real Hidden Camera IBSA Warning Message 98,475 110,351 No results

Real Voyeur 4,248 95,680 101,533 No results

Spy 6,326 13,051 10,621 745

Stolen IBSA Warning Message 1,029 1,134 No results

Toilet Voyeur 295 24,353 24,661 No results

Upskirtff 9,781 8,664 93,670 No results

Voyeur 22,690 28,637 27,162 No results

Table 2: Number of Videos Returned for IBSA-Related Search Terms for the World’s 
Top Four Pornography Sites Dec 2023 & Feb 2025aa

Part VIII: How The Pornography Industry Fuels IBSA (Continued)

aa We do not assert that all the videos returned for these search results are actual IBSA. The point here is that IBSA-related search terms are operational on Pornhub, XVideos, 
XNXX, and xHamster. These search terms are both a reflection of the types of content that their users are seeking, as well as of Pornhub, XVideos, XNXX, and xHamster 
continuing to fetishize IBSA by recommending and surfacing material under IBSA themes.
bb The search term for Pornhub was “AI” and “AI Porn” for XVideos and XNXX.
cc Since first beginning our research for this report, Pornhub has stopped providing counts for the total numbers of videos related to specific search results except for major 
categories such as “amateur.” Consequently, the video totals reported for Pornhub are from December 2023, with the exception of “amateur,” which is the number provided in the 
“categories” listing as of February 20, 2025. The search results on Pornhub for terms indicating IBSA warnings returned these results in both December 2023 and February 2025. All 
other search term yield results. Additionally, the list of terms here is not exhaustive; other IBSA-themed search terms likely exist on these platforms.
dd We do not assert that all videos returned for “Only Fans” are actual material from OnlyFans. However, any material originating from OnlyFans on these sites that is not posted by    
the performer is pirated and therefore nonconsensually distributed. Potential OnlyFans content on XNXX is searchable by the term “Only F.” 
ee  We added the search term “real celebrity sex tape” to our list in 2025 and therefore cannot determine the total number of such videos available in the Pornhub corpus. 
See footnote “bb” above. 
ff  The figure reported for XNXX is the term upskirt with a space between “up” and “skirt”: “up skirt.”
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XVideos and XNXX Normalize
Video Voyeurism

In February 2025, the pornography website 
XVideos returned 95,680 results for the 
term “real voyeur”; for the same term, XNXX 
returned 101,533 videos and an additional 
18,800 “gold” videos, which were accessible 
with payment. Voyeur and spying-related titles 
included:

XVideos
• “Spy on women of all ages with spycam
    in public bathroom” (885.3K views)
• “Old gynecologist runs a hidden cam 
    to spy on p***y” (473.5K views)
• “Spying in the dressing room” (6.2M views)
• “Teen girl caught by spy cam” (8.1M views)
• “Amateur blonde has no idea about spy cams”  
   (5.7M views)
• “Hidden camera in real Russian public    
    bathroom (585K views)
• “I captured this hot couple f**king in AirBNB”  
   (7.2K views)
• “Spycam recording of naked young MILF on  
    her gyno exam” (631.8K views)

XNXX
• “Young girl fitting bra in shopping mall”  
   (848.2K views)
• “Real hooker from Korea caught on hidden  
   camera (3.4M views)
• “Spy camera in my college classmate’s  
   bathroom” (461.2K views) 
•  “Stepdaddy  installed a spy cam” 
   (562.9K views)
• “Hidden Cam In Massage Parlor” (1.1M views)
• “I PUT A SPY CAMERA IN MY NEIGHBOR’S  
   BATHROOM” (1.2M views)
• “Spy cam in the AIRBNB caught gorgeous  
   arab girl in niqab mastutbating (sic) in 
   the shower (2.255M)
• “Spy cam in locker room films female bodies” 
   (590.3K)

Part VIII: How The Pornography Industry Fuels IBSA (Continued)
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Figure 3. Example of XVideos IBSA Video with View Count, Download, and Sharing Featuresgg

Figure 4. Example of XNXX IBSA Video with View Count and Download Featurehh

Part VIII: How The Pornography Industry Fuels IBSA (Continued)

gg Screenshot captured February 5, 2025. Images redacted by NCOSE. 
hh Screenshot captured February 6, 2025. Images redacted by NCOSE. 

15min - 1080 - 2,292,681



26

Figure 6. XVideos Search Results for “She Won't Know”jj

Part VIII: How The Pornography Industry Fuels IBSA (Continued)

Figure 7. XVideos Search Results for “Blacked Out”kk

Figure 8. XVideos Search Results for “F**ked Alseep”ll

ii Screenshot captured February 5, 2025. 
 jj Screenshot captured February 5, 2025. Related search terms were “dont f**k my wife,” “too durnk,” “she will never know,” “f**ked asleep,” “put under,” “first time bj,” “let me suck 
your d**k for you,” “arbella danger blindfolded anal,” “massage leads to sex,” “licking up c*m,” “she won t remember,” “won t remember,” “first time cock in mouth,” “female c*m 
cleanup,” “ultimatum,” “first time c*m,” “I won t tell,” “milf do bw,” “she won t find out,” “is this cheating,” “blowjob to finish,” “she ll never know,”“shewontknow” “wife suck and 
swallow,” “she doesn t know,” “trophy,” “won t know,” “tasting cum,” “she wont know creampie,” he won t know.”
 kk Screenshot captured February 5, 2025. Related search terms were “sexual assault,” “passsed out,” “inebriated,” “too durnk,” “taking turns f**king,” “passsed out at the party,” 
“gassed,” “she wont know,” “put under,” “blackout,” “snoring,” “without consciousness,” “druggged,” “after night of drinking,” “used at party,” “f**ked asleep,” “knocked,” “p out,” 
“drugged,” “trashed,” “drinking and f**king homemade,” “taking turns f**king her,” “undefined,” “roofed,” “blackedout,” “pary betrayed,” “stripped naked and f**ked,” “she wants to 
go home but they keep f**king her,” “wont remember,” “date gone wrong.”
 ll Related search terms were “passed out at the party,” “trashed,” “passsed out,” “used by everyone,” “too durnk,” “she doesn t know,” “drugged,” “not conscious,” “stripped naked 
and f**ked,” “blacked out,” “without consciousness,” “party betrayed,” “assault,” “sneaking in to bed,” “sex wont remember,” “sexual assault,” “put under,” “she wont know,” “d slut,” 
“date gone wrong,” “after night of drinking,” “took her home from the bar,” “sneaking in stepdaughters room,” “night creep,” “sneaking my dick in her p***y creampie,” “drinking f**k,” 
“roofed,” “drugged,” and “too drumk.”

Figure 5. XVideos Search Results for “Without Consciousness”ii
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Part VIII: How The Pornography Industry Fuels IBSA (Continued)

In Table 2 above, of the world’s four largest 
pornography platforms, xHamster appears to be 
yielding the fewest results for IBSA-related search 
terms. However, xHamster provides drop down menu 
lists of terms from search bars by which users can 
find IBSA-themed pornography channels. Examples 
are provided in Figures 9 and 10 below.

Figure 9. xHamster Upskirt Titled Pornography Channel with 11.7 Million Viewsmm

Figure 10. xHamster Drop Down Recommendations of Voyeur Themed Pornography Channelsnn

Moreover, data from a review of a random sample 
of 200 cases of image-based sexual abuse handled 
by the UK’s Revenge Porn Helpline sheds additional 
light on xHamster’s role in IBSA.147 Of the 200 cases, 
79 contained distribution method information. In 
52% of those cases, the material was distributed via 
social mediaoo and in 45% via public URLs. Further 
analysis found that the URLs were to pornography 
sites (42.5%), forums for anonymous sexual content 
sharing (18%), websites which openly host IBSA 
(8%), escort websites (5.23%), “desi” pornographic 
platforms (2.7%),pp file sharing sites (0.9%), and 
22.3% of websites were no longer accessible.148 
What is especially noteworthy, was that of cases 
where URL data was present, xHamster was the 
most used domain to share IBSA material.  In fact, 
8,539 IBSA images were to xHamster’s domain 
and accounted for nearly 50% of the total images 
shared.150 The next highest domain had 940 images 
and of the top twenty most had under 200.151   

mm Screenshot captured February 20, 2025.
nn Screenshot captured February 20, 2025. 
oo This study included OnlyFans in its categorization of social media companies. We believe it is more accurate to categorize OnlyFans as a pornography platform. See Culture 
Reframed, OnlyFans is Only Porn: The Online Ecosystem of Webcamming and OnlyFans, n.d., https://culturereframed.org/wp-content/uploads/2023/04/culture-reframed_
whitepaper_022023_draft2.pdf.
pp Combining their categorizations of “pornography websites” and “desi” pornography platforms brings the total of pornography sites to 45.2%.

https://culturereframed.org/wp-content/uploads/2023/04/culture-reframed_whitepaper_022023_draft2.pdf.

https://culturereframed.org/wp-content/uploads/2023/04/culture-reframed_whitepaper_022023_draft2.pdf.
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Part VIII: How The Pornography Industry Fuels IBSA (Continued)

Pornhub: Still Normalizing IBSAPornhub: Still Normalizing IBSA
In December 2020, Pornhub was hosting about 13.5 
million videos.152 That month, The New York Times 
(NYT) published an opinion piece that generated 
outrage over flagrant cases of child sexual abuse 
material (CSAM), as well as prolific IBSA material, on 
the site.153 Thus, the open secret was officially exposed: 
Pornhub’s unverified user uploads, coupled with its 
grossly inadequate moderation process, had allowed 
countless millions to freely view and download IBSA 
material and videos of children being sexually abused. 

In the aftermath of the NYT piece, as well as advocacy 
and private briefings from subject matter experts and 
survivors instigated by the National Center on Sexual 
Exploitation, Visa and Mastercard stopped processing 
payments to Pornhub and launched investigations into 
their financial ties with MindGeek, Pornhub’s parent 
company at the time.154 Following the actions of 
Visa and Mastercard, Pornhub removed 10.6 million 
unverified videos—nearly 80% of its content—from 
its site.155    

This, however, has not resolved the problem of abuse 
material on its site. Despite “warning messages” on the 
Pornhub website for some IBSA-related terms, as of 
February 2025, Pornhub continues to return results for 
many terms associated with IBSA and pirated material. 
Thus, Pornhub continues to socialize its users to 
view IBSA (whether real or staged) not as abuse, 
but as normative sexual behavior.  

For instance, terms such as “Exgf” and “Exgirlfriend” 
signal the possible nonconsensual sharing of sexually 
explicit material featuring the ex-girlfriends of the 
uploaders. Other search terms such as “real voyeur,” 
“toilet voyeur,” and others (see Table 2) normalize 
video voyeurism, a form of IBSA. As recently as 
February 2024, a search on Pornhub for “real voyeur” 
and “toilet voyeur” yielded lists of additional search 
terms to help their users in their quest to find IBSA-
themed material (see Figures 11 and 12).  

Figure 11. Feb 2024 Pornhub “Real Voyeur” Related Search Suggestions

Figure 12. Feb 2024 Pornhub “Toilet Voyeur” Related Search Suggestions

(Note: Some recommended terms in “toilet voyeur” redacted.)

qq “Scopophilia” is from the Greek meaning “love of looking.”

Voyeurism and Pornography

As defined by the American Psychological Association, voyeurism is “a paraphilia in which preferred or exclusive sexual interest and arousal is 
focused on observing unsuspecting people who are naked, in the act of undressing, or engaging in sexual activity” (italics emphasis added).156 
Voyeurism is a major theme of Internet pornography—a theme to which entire pornography websites have been devoted. For instance, in 2003 
Hughes provided analysis of “VoyeurDorm.com,” a subscription website to which members paid to watch women eating, sleeping, showering, 
dressing, and using the toilet.157 There is a sense in which any pornography viewing is voyeurism. In psychological terms this is referred to as 
“scopophilia”qq—that is deriving sexual pleasure from watching others in a state of nudity, undressing, or engaging in sexual activity."158

http://VoyeurDorm.com
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B. The Pornography Industry Actively Shapes B. The Pornography Industry Actively Shapes 
     the Sexual Appetite for IBSA     the Sexual Appetite for IBSA

More than conditioning their consumers to find IBSA 
sexually arousing by its mere availability on their 
platforms, the pornography industry actively shapes 
its users' attraction to specific sexual material. 

Here it is critical to understand that modern distributors 
of pornography are information technology experts.159 
For example, pornography industry tech moguls 
are credited with a wide range of advances in “web 
technologies and online business practices, such 
as hosting services, live chat, secure credit card 
processing, banner advertisements, pop-ups, web 
promotions, mouse-trapping (which prevents users 
from leaving a site), and streaming video technology.”160

Part VIII: How The Pornography Industry Fuels IBSA (Continued)

The pornography industry “is now led 
by a secretive group of experts on algorithms, search 
engine optimization and targeted advertising.”161 

(bold emphasis added)

Patricia Nilsson | The Financial Times

Their technological prowess does not stop there. 
Two major design strategies enable them to guide 
the sexual interests of their users and to increase 
their users time on site: algorithmic categorization 
and immersive viewing experiences.162 These 
design strategies work in tandem—the longer a 
user is on a pornography site due to an engaging 
interface, the more data their views produce.163 
The pornography website harvests the new data 
generated by a user’s visit, allowing it to more deeply 
curate the future viewing experiences of the user, 
thereby likely increasing the user’s time on its site.  

This advanced technological prowess allows 
pornography websites to mine user data at the 
“deepest level” compared to other tech giants like 
Amazon, Facebook, Google, Netflix, and Amazon.164  
Via a process called “data-driven creativity,” Aylo (i.e., 
the company formerly known as MindGeek and the 
parent company of many pornography sites such as 
Pornhub, YouPorn, RedTube, and Tube8) harvests 
intricate details regarding the types of content viewers 
have previously viewed to provide them with “tailor-
made” content that fulfills their “exact tastes—even 
down to the color of the furniture.”165 Thus, when 
pornography users consume IBSA-themed material on 
pornography websites, the sites are designed to further 
fuel that desire based on the user’s past viewing history. 

“ . . . the industry does not merely respond to consumer 
demand, it actively crafts it and in its pursuit, it works 
to circumscribe consumer choice.”166  (bold emphasis added)

Jennifer Johnson | Ph.D. Virginia Tech
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Pornography Use Shapes 
and Changes Sexual Tastes

• “The graphical interface of pornographic video 
streaming sites reveals the organization of pornographic 
content as a cultural value system that structures 
and regulates individuals’ sexual desires.”167

• “Imaginations are limitless, but they can be fed . . . 
there is such a thing as a sexual meme, ‘fantasies that 
replicated and spread like wildfire,’ and typing it into 
search engines alters the sexual universe both in terms 
of what it provides and what people can sexualize.”168

• “ . . . once fantasy . . . matches an observable sexual 
scenario, the viewer immediately discovers that he is 
not alone. The same clip might have been watched by 
thousands of others who rate it with a like or dislike. As a 
result, the most obscure sexual practices and fantasies 
become not only available but also normalized.”169

• “ . . . the design of pornographic streaming sites 
works as a disciplinary regime that structures 
and regulates sexual desire to fit within the 
context of algorithmic categorization.”170

• In a survey of 434 men involved in online sexual 
activities (OSA), by far the most common activity 
was viewing pornography (99%). The same survey 
found that 47% of men were involved in practice 
or searched for pornography which previously was 
not interesting to or even disgusted them.171

• A nationally representative study of Americans aged 
18 to 60 reported that both past-year frequency and 
lifetime range of pornography use was associated with 
an increased likelihood of engaging in dominant sexual 
behaviors (e.g., ejaculating on someone’s face; choking 
someone during sex) and having been a target of 
such behaviors.172

• A German study found that more frequent, but not 
necessarily addictive pornography use, was associated 
with negative structural and functional changes in the 
brain, including 1) reduced gray matter, 2) decreased 
reward circuit activation when viewing pornography, 
indicating possible tolerance, a known vulnerability for 
addiction, and 3) less functional connectivity between 
the reward system and the prefrontal cortex.173 Thus, 
this study showed that frequent and regular pornography 
users have smaller reward systems compared to those who 
use pornography seldom or irregularly. The findings 
also suggest that “subjects with high pornography 
consumption require even stronger stimuli to reach 
the same reward level.” 174 

Part VIII: How The Pornography Industry Fuels IBSA (Continued)

“In a survey of men 
involved in online 
sexual activities, 47% 
reported being involved 
in practice or seeing 
pornography which 
previously was not 
interesting to or even 
disgusted them.” 

*In quoted material above, bold emphasis is added.



31

2. Industry Profiteering—the “Free” 2. Industry Profiteering—the “Free” 
    Pornography Profit Model    Pornography Profit Model 

While it may seem illogical, the ubiquity of free 
pornography is the foundation of the modern 
pornography industry’s profit model. Researchers 
have explained it this way: 

	 . . . the proliferation of free pornography 
	 has massively expanded the audience for 	
	 adult content. Most people who consume 	
	 free pornography are casual consumers, 
	 and remain so. But the ubiquity of 
	 free content creates a relatively small but 	
	 absolutely large number of consumers
	 who become aficionados. Some of these 		
	 people are willing to spend hundreds
	 or even thousands of dollars to purchase a 	
	 personalized adult video tailored to their
	 individual taste.175

The enormous traffic generated by the availability 
of free pornography videos drives revenue 
from advertisers of camming and social media 
subscriptions, as well as of “premium content”176 

such as subscription sites and á la carte purchases.177 

Thus, the Internet pornography industry’s 
profit model is, in part, dependent upon the 
proliferation of free, user-generated material, 
which was ushered in by YouTube-inspired 
websites like Pornhub, XVideos, and xHamster.

Part VIII: How The Pornography Industry Fuels IBSA (Continued)

The financial picture of the world’s top pornography 
distributors is very unclear as they are privately owned 
and have complex corporate structures. The WorthofWeb.
com estimated values of top pornography distributors are 
provided in Table 3 below.181

XVideos Pornhub xHamster XNXX
Annual 

Revenue $4.78 M $4.68 M $4.68 M $3.12 M

Website 
Worth $4.330 B $4.200 B $3.332 B $2.792 B

Table 3. Worth of Web EstimatesTop Internet 
Pornography Distributors Revenue & Worthrr

MindGeek Past Profits
Little information is available about how much money has 
been made by companies like MindGeek (now Aylo). 
Here is what little we know about MindGeek:

Former MindGeek CEO Feras Antoon testified before 
a committee of Canada’s House of Commons that 
approximately 50% of the company’s profits derived 
from advertising.178

MG Billing Ltd, one of MindGeek’s many entities, collected 
subscriptions from premium subscribers which reportedly 
generated $1.3 billion in revenue between 2012 and 2018, 
and was responsible for total revenues of $220.9 million 
in 2018—a weekly average of $4.2 million.179

MindGeek reported revenues of $460 million in 2018.180

rr Table created from data compiled from WorthofWeb.com February 12, 2025.

http://WorthofWeb.com
http://WorthofWeb.com
http://WorthofWeb.com
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Some insight into the scale of the massive flood of content 
available on online pornography tube sites is demonstrat-
ed in Table 4 below, which presents data from Pornhub.

It is not possible to know what percentage of the millions 
of pornography videos uploaded to Pornhub each 
year were by industry pornography producers versus 
anonymous uploaders, because Pornhub did not provide 
disaggregated data.ss Nevertheless, the staggering 
numbers of uploads testify to the company’s heavy 
dependence on user-generated content. Moreover, 
Pornhub’s removal of its unverified content—which 
comprised 80% of its corpus182—following the 
controversy sparked by the NYT exposé, revealed that the 
vast majority of its content was not industry produced.

This is important because free, unverified pornography—
of which IBSA was an intermingled component—is 
what attracted people to pornography tube sites like 
Pornhub. The volume of this traffic, in turn, attracted 
advertisers and entities seeking affiliate relationships, 
and is what made Pornhub, as well as XVideos, XNXX, and 
xHamster the titans of online pornography they are today.

ss Pornhub’s Year in Review reports for 2013-2016 did not provide data on the number of videos uploaded to the site. A 2015 research study reported 209 producer accounts and 8 
Pornhub staff accounts out of 563,000 profiles on the platform; see Tyson et al. at endnote 113.
tt In 2017, the company reported 810,000 “amateur” videos among its total video uploads. How they defined “amateur” is unknown.
uu Following the December 2020 opinion column in The New York Times regarding CSAM and IBSA on Pornhub’s platform, Pornhub published a truncated version of its usual 
annual report that omitted data on user uploads in 2020. 

Part VIII: How The Pornography Industry Fuels IBSA (Continued)

Year Videos 
Uploaded

Percent 
Increase

Blocked or 
Removed 

Videos

2017tt 4.05 million Not available Not available

2018 4.79 million 18% Not available

2019 6.83 million 43% Not available

2020 Not available Not available 10.6 million

2021 1.96 million Not available 108,734

2022 2.18 million 11.22% 89,533

2023 2.31 million 5.96% 287,958

2024 1.65 million -28.57% 120,627

Table 4: Pornhub Total Reported 
User-Uploaded Videos183

Pre The 
New York 
Times Exposé

The New York 
Times Exposé 
Dec 2020uu

Post The 

New York 
Times Exposé
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3. Disregard for Existing Law Regarding Age3. Disregard for Existing Law Regarding Age  
    and Identity Verification: 2257 Regulations    and Identity Verification: 2257 Regulations

To ensure that minors are not used in the production 
of pornography, the US Congress in 1988 passed the 
Child Protection and Obscenity Enforcement Act, cre-
ating a legal requirement that pornography producers 
obtain proof and maintain records documenting the 
age of any person filmed in pornography. The guide-
lines created by the US Department of Justice to enforce 
this law are popularly referred to as “2257.” While the 
Supreme Court struck down the initial provisions in 
1989, Congress subsequently amended 2257 provisions. 
Despite additional legal challenges, 2257 requirements 
still stand and apply to “secondary producers”—those 
who publish, reproduce, or reissue pornography.

In disregard of this law,vv pornography tube sites 
like Pornhub and XVideos for more than a decade 
allowed uploading of pornography to their plat-
forms without verification of the age or identity of 
those depicted.184 This not only permitted but nor-
malized the sharing of IBSA on their platforms.

Despite changing its policy in 2020 so only content part-
ners and those within its “Model Program” could upload 
content to its platform,185 an undercover investigation 
into Pornhub revealed a loophole which continued to 
allow some sexually explicit material to be uploaded 
without age and consent verification. Specifically, in 
2023, a MindGeek employee told an investigator that 
Pornhub did not verify the identities of persons in 
user-uploaded videos that do not show their faces 
and admitted that rapists and sex traffickers use 
this loophole.186

Similarly, multiple employees of MindGeek’s 
(Aylo’s) advertising arm TrafficJunky stated that 
TrafficJunky did not require identification of 
persons or consent verification of people 
featured in “creatives.”187

Mike Farley, former MindGeek employee in undercover 
video recorded by Sound Investigations, tells investigators 
about “faceless” loophole. Seehttps://www.youtube.com/
watch?v=HzPUra6jqLs.

MindGeek Employee: “We Don’t Know 
Where This Stuff Comes From”

“But we weren’t very careful in like, ‘Okay, well, what 
is this video, you know?’ It’d be like voyeur video 
from the beach and stuff like that. It’s like, you don’t 
know who that is. We don’t have consent of that 
person and we’re running ads. As a business we’re 
monetizing content that we don’t know where this 
comes from, we don’t know who’s on that video, 
we don’t know the age of the person on the video. 
They look 20. They could be 16, you know? Like, how 
do you know the difference between a 20-year-old 
and a 16-year-old nowadays, you know? . . You could 
upload a video of anything, and it would just go 
through. No one gave a s**t.”190 (bold emphasis added)
 
Mike Farley, Technical Product Manager | MindGeek
Sound Investigations, Sept 20, 2023

Part VIII: How The Pornography Industry Fuels IBSA (Continued)

vv The pornography industry’s litigation group, the Free Speech Coalition, Inc., and others sued the US Attorney General in an effort to overturn this common-sense law passed by 
Congress to protect minors from sexual exploitation within the pornography industry. During the ongoing litigation there was a nationwide injunction against the enforcement of 
2257. Online pornography distributors thus blithely disregarded the law. If pornography distributors were responsible actors, they would have compiled with the law instead 
of using the injunction as a permission slip to not bother with verifying the ages of those depicted in the material they distributed globally.

https://www.youtube.com/watch?v=HzPUra6jqLs.
https://www.youtube.com/watch?v=HzPUra6jqLs.
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MindGeek Employee Expounds on the 
Company’s View on “Revenge” Pornography

“Revenge porn: They didn’t give a f**k.”191 

(bold emphasis added)
 
Sean Morrier, Senior Software Engineer | MindGeek
Sound Investigations, November 29, 2023

MindGeek’s TrafficJunky Representatives 
Explain the Company’s Identification 
and Consent Process for Advertising: 
“We Don’t Require That”

Journalist: Do we need identification or 
documentation for the models that are used in 
the creatives that will, you know, eventually be 
seen on, you know, as pre-rolls let’s say?

Manuel: (TrafficJunky Customer Support Line): 
Actually, no. No . . . For the models we don’t 
need, or it doesn’t have any requirements 
to be submitted here in TrafficJunky.

Journalist: What about documentation that they 
have consented to the video or to the creative?

Manuel: Actually, ah, those parameters, we don’t 
require that, as well.192 (bold emphasis added) 

Manuel | TrafficJunky Customer Support Line
Sound Investigations, November 29, 2023

Tony: We won’t ask you before you uploaded the 
pictures if you have the consent. You can upload 
them. My advice would be that you get the consent, 
that would be ideal. But if you’re still uploading 
the creatives, I mean, we cannot stop you from 
advertising the pictures or the videos, right.

Journalist: Yes.

Tony: Because we don’t have the, we don’t know if 
you already have the consent or not. . . . The legality 
of your activities, of your content, that’s something 
that we won’t really ask you unless it’s, say, something 
like cannabis or something like that, you know. . . . 
We in the end won’t call the cops on you if that’s 
what you want to know.193  (bold emphasis added)

Tony | TrafficJunky Customer Support Line
Sound Investigations, November 29, 2023

Following the investigation, a pornography trade 
industry publication reported that an Aylo spokesper-
son stated the reports about TrafficJunky were “asi-
nine.”188 Since December 2020, Aylo has implemented 
some measures to reduce the risk of IBSA and CSAM 
being uploaded to its site, but its past track record 
necessitates strict and ongoing scrutiny of its busi-
ness practices. While its refutation of the investigation 
into TrafficJunky claimed it had “policies” that require 
advertisers to meet 2257189 requirements,  the fol-
lowing statements made by Pornhub “employees”ww 
indicate that such policies were unknown to them.

ww Aylo’s defense of the statements made by TrafficJunky customer service representatives was to characterize these individuals as agents of third-party call centers who should 
not be required to “demonstrate expertise in robust and complex trust and safety policies.” See Michael McGrady, Jr., “‘Pornhub Tapes’ Group Continues Targeting TrafficJunky,” 
Adult Video News, November 3, 2023. 
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4. Anonymous User Uploads and Lack of 4. Anonymous User Uploads and Lack of 
    Robust Content Moderation    Robust Content Moderation

Pornography tube sites’ failure to verify identity 
also extended to the third parties uploading the 
material. For instance, beginning with its launch 
in 2007 and continuing until December 2020, 
Pornhub allowed unidentified users to create 
accounts and upload pornography to its site.194

A 2015 study provides a glimpse into the scale of 
the problem. The study, which investigated social 
networks on Pornhub with data harvested from the 
platform in 2013, found that of 563,000 user profiles 
it identified on the site, 99.3% were set up without 
any “prerequisites” such as identity verification 
or payment.195 Only 0.005% of the accounts had 
been “verified” by Pornhub!196

Similarly, XVideos allowed anyone who registered 
with an email address to upload pornography to its 
platform until the end of 2021,197 and as recently 
as October 2022, a pornography industry insider 
reported that they had easily set up an untraceable 
fake account on XVideos within approximately 45 
seconds, and uploaded pornography which went live 
on the site within 12 minutes.198 In October 2020, 
journalists revealed that anyone could anonymously 
create and upload videos to xHamster and that 
volunteer content moderators, who received no 
pay or training, ignored hidden camera, voyeur, 
and upskirt (IBSA) photos on the site.199

IBSA Distribution Via Download
A button on the Pornhub website allowed users to 
download material from its site, facilitating the mass 
distribution of IBSA (and CSAM) material to its users.200 
Even if such material was reported—and after many 
appeals from victims was removed—it was commonly 
reuploaded to the website.201 In 2023, subscribers to 
Pornhub Premium were still able to download most 
Pornhub content.202 However, as of March 2025, this no 
longer appears to be the case.203 Further, as Figures 3 and 
4 above demonstrate, XVideos and XNXX continue to 
allow video downloads of pornography from their sites.

This, coupled with grossly inadequate moderation 
on their platforms, has allowed IBSA and other 
exploitative content to flourish on pornography 
websites. Pornhub provides a prime example of 
this failure.

In testimony given before a committee of the Cana-
dian Parliament in 2021, then MindGeek CEO Feras 
Antoon made the astonishing claim that “every piece 
of content is viewed by our human moderators.”204  

Such a claim defies common sense. 

In 2019, Pornhub alone (just one of MindGeek’s 
distribution platforms) reported that 6.83 million 
new videos were uploaded to its site that year.205 
Are we to believe that MindGeek employed 
sufficient human moderators to review all this 
material for abuse before it was uploaded? The 
company’s unwillingness to disclose how many 
moderators it employed206 greatly detracted from 
the claim’s veracity.   

Antoon’s claim also did not align with statements 
from former employees who reported that they 
were expected to review an overwhelming num-
ber of videos (as many as 1,200 a day207) that they 
did not watch videos from start to finish, and that 
managers favored approving questionable videos 
rather than removing them.  Other employees told 
undercover investigators that Pornhub had an in-
sufficient number of moderators and did not take 
moderation seriously.208 Moreover, former MindGeek 
Chief Operating Officer David Tassillo admitted that 
not all videos are reviewed with the sound on,209 
a key element for reliable content moderation. 

Feras Antoon, now the former CEO of MindGeek, testifying 
on February 5, 2021, before committee of the Canadian 
Parliament, https://parlvu.parl.gc.ca/Harmony/en/
PowerBrowser/PowerBrowserV2?fk=11109629.

https://parlvu.parl.gc.ca/Harmony/en/PowerBrowser/PowerBrowserV2?fk=11109629
https://parlvu.parl.gc.ca/Harmony/en/PowerBrowser/PowerBrowserV2?fk=11109629
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Antoon’s claim is also belied by evidence (obtained 
via discovery in an ongoing lawsuit against MindGeek/
Aylo) which gives insight into the company’s protocols 
for dealing with “flagged” content. “Flagging” is a 
process by which users and moderators of MindGeek 
sites like Pornhub may report material that they have 
seen on the platform which potentially violates the 
site’s terms of service. Released internal MindGeek 
emails (see Figures 13 and 14) from May 2020 
showed that while 706,425 videos on the site had 
been “flagged” as containing potentially abusive 
content between one to 15 times, a flagged video 
was only reviewed if it obtained more than 15 
flags!214 Of videos with more than 15 flags, only 
approximately 5% were removed.215 The disclosure 
of such negligible standards demonstrates Pornhub’s 
gross dereliction of responsibility towards survivors of 
sexual abuse and exploitation violated on its platform.

The Gristmill of Content “Moderation” 
at Pornhub

“I was a moderator. I worked for less than two years. 
Some of the moderation happened in Canada. Most 
of it happened in Cyprus. . . . Every moderator had to 
review, um, 700 videos per day, but it was expected
for us to do more.” (bold emphasis added)

Former MindGeek moderator 211

The New York Times has reported that Pornhub’s total 
moderation staff was about 80 worldwide.212 In contrast, 
Facebook employs about 15,000 inhouse and outsourced 
content moderators.213

Facebook | 15,000

MindGeek | 80
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Figure 13. MindGeek Email #1, “RE: Privileged and Confidential – Video Flags”216

Part VIII: How The Pornography Industry Fuels IBSA (Continued)



38

Figure 14. MindGeek Email #2, “Privileged and Confidential – Video Flags”

Part VIII: How The Pornography Industry Fuels IBSA (Continued)

In 2020, 706,425 MindGeek videos flagged as containing potentially abusive and 
exploitative content were not reviewed, and 95% of videos with more than 15 flags 
were approved. Four years later, Pornhub reported that 73% of the non-consensual 
pornography it removed from its platform was reported by users, versus only 
26.97% due to internal detection. This highlights how, despite moderation efforts, 
the majority of the burden for detection of IBSA on its platform has been 
shouldered by survivors and Pornhub users.217

Jan – July 
2023

July – Dec 
2023

Jan – June 
2024

July – Dec
2024

Total number of 
nonconsensually 

distributed 
pieces of material 

removed for 
violation of 

Pornhub policy

4,449 3,899 8,549 3,757

Percentage 
identified by users 73.03xx 78.59 72.76 11.96yy

xx Pornhub’s 2023 Transparency Report (First Half ) provides two percentages pertaining to the amount of material that was identified by its users verses its internal moderation 
efforts. We report the figure that pertains to the removal of content uploaded within the January 1 – June 30, 2024 period. The same holds true for Pornhub’s 2024 transparency 
reports, and therefore, for the data we report in the later time periods included in this table.
yy This marks an extraordinary increase in Pornhub’s internal detection of IBSA and is highly inconsistent with past trends. We hope that this change has been enabled by 
improved internal processes at Pornhub and is not an anomaly.

Table 5: Removal of Nonconsensually Distributed Pornography as Reported 
in 2023 – 2024 Pornhub Transparency Reports
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A Decade and Half Too Late but Better than NeverA Decade and Half Too Late but Better than Never

In January 2024, roughly 17 years since Pornhub’s founding and following a public petition 
against it spearheaded by Laila Mickelwait of Exodus Cry signed by more than two million 
people,218 being kicked off Instagram, YouTube, and TikTok following campaigns by the 
National Center on Sexual Exploitation and allied NGOs,219 a devasting series of exposés 
by Sound Investigations,220 multiple survivor civil lawsuits and more221—the company 
announced that it would at long last implement proof of consent for all persons in 
pornography videos uploaded to its site.222 This verification is reported to include a third 
party identity verification system for the account holder, and submission of co-performers’ 
IDs and proof of consent such as signed release forms.223 Unfortunately, Pornhub did not 
commit to removing videos lacking such consent verification uploaded before January 
23, 2024, and concerns about significant loopholes—including videos where identity is 
not readily apparent (e.g., faceless videos), and the ability to forge signatures or for sex 
traffickers or abusers to coercively obtain signatures—remain. 

The extent to which other mainstream pornography platforms have implemented serious 
age, consent, and identity verification processes has yet to be thoroughly investigated.

In September 2025, the Federal Trade Commission and the state of Utah filed a 
complaint against the operators of Pornhub charging them with deceiving users about 
efforts to crack down on tens of thousands of videos and photos featuring CSAM and 
nonconsensual sexual content. The complaint alleged Pornhub failed to review flagged 
videos, ban users who uploaded CSAM, prevent reuploading of identified CSAM, and 
review all videos for CSAM or lack of consent before they went live. The proposed order 
settling these allegations would require Aylo to pay a $5 million penalty to the state 
of Utah and establish a program to prevent distribution of CSAM and nonconsensual 
content, including meaningful age and consent verification and removal of content 
uploaded prior to implementation of the program.*

October 2025 UpdateOctober 2025 Update

*Federal Trade Commission, "FTC Takes Action Against Operators of Pornhub and other Pornographic Sites for Deceiving Users About Efforts to Crack Down on Child Sexual 
Abuse Material and Nonconsensual Sexual Content," news release, September 3, 2025, https://www.ftc.gov/news-events/news/press-releases/2025/09/ftc-takes-action-against-
operators-pornhub-other-pornographic-sites-deceiving-users-about-efforts.

https://www.ftc.gov/news-events/news/press-releases/2025/09/ftc-takes-action-against-operators-pornhub-other-pornographic-sites-deceiving-users-about-efforts
https://www.ftc.gov/news-events/news/press-releases/2025/09/ftc-takes-action-against-operators-pornhub-other-pornographic-sites-deceiving-users-about-efforts
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5. Mass Publicization and Global Trafficking of IBSA5. Mass Publicization and Global Trafficking of IBSA

As Table 1 above documents, with billions of 
monthly visits and hundreds of millions of unique 
monthly visitors, the world’s top pornography 
platforms have an undeniably colossal, global 
reach. This reach has fueled global dissemination 
of IBSA material via download options that have 
previously or continue to be featured on pornography 
platforms. Thus, at this point in time, once 
distributed on a pornography platform IBSA becomes 
impossible to control. In this way, pornography 
tube sites act as the world’s largest traffickers 
of sexual abuse and exploitation material.

“How do you get your head around 200,000 guys 
masturbating as you’re being assaulted?”224 
(bold emphasis added)

Heather Legarde
IBSA Survivor

In a study of 134 IBSA images found on seven websites 
specially dedicated to sharing nonconsensually distributed 
sexually explicit images (i.e., not mainstream pornography 
tube sites), most images had received approximately 
5,000 views. As was noted in the study, “This number is 
exacerbated when considering that these photos can be 
copied or downloaded by each viewer, and saved or shared 
on a different website. This creates a situation in which 
these photos have the potential to spread rapidly through 
different mediums.”226 (bold emphasis added)

6. Facilitation of Serial Sexual Abuse and Exploitation6. Facilitation of Serial Sexual Abuse and Exploitation

As explained above, pornography tube sites have, or in 
some cases continue to, traffic IBSA across the globe, 
allowing myriad persons to gain access and control over 
IBSA material. Once disseminated, it is highly unlikely 
that IBSA material can be completely erased from 
the Internet and is impossible to eradicate from all 
the hard drives of those who downloaded it. Fur-
ther, while survivors try valiantly to remove their abuse 
content from one site, another individual or individuals 
may be reuploading it or even adding it to additional 
platforms. Thus, along with the original distributors, 
pornography tube sites are culpable for the serial 
and endless sexual exploitation of IBSA survivors.

“I did not know the video existed. I found out about it by 
watching it on Pornhub. In the title of the video, it says 
I’m sleeping. The tags include ‘sleeping’ and ‘sleeping 
pills’. Whether I was asleep or drugged is impossible 
to know after the fact, but what is clear in the video is 
that I am not conscious and there is nothing to suggest 
consent. The video is clearly homemade and was 
uploaded by an anonymous email address. This is the 
content that the Pornhub moderators supposedly viewed 
and decided belonged on their porn site. My video had 
been uploaded in August of 2017, so by the time I 
found it, it had been active on Pornhub for over three 
years, and I had no idea.”225 (bold emphasis added)

Witness 1
IBSA Survivor to the Standing Committee on Access to 
Information, Privacy and Ethics
House of Commons
Canada
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Download, Take Down, 
Upload, Repeat

“Because Pornhub previously allowed users to down-
load videos, anyone could re-upload a clip an endless 
number of times to any number of tube sites, no mat-
ter how many times it was taken down. This function-
ality allowed any video, regardless of its content, 
to essentially live forever online . . . .”227 (bold emphasis added)

Nathan Munn
Former Pornography Content Moderator

“I tried to do damage control on my own. I schooled myself 
on the Google algorithm, created positive material under my 
name that would push the negative search results down, filed 
hundreds of DMCA takedown notices, and started to get to 
know some of the porn site webmasters so well that one in 
Russia found a lawyer for me in Miami and offered to buy me 
dinner the next time he was in the area. After working around 
the clock for a month straight, writing my dissertation during 
the day and cleaning up my search results at night, I finally 
got all of the negative material down. Thank. The. Lord. 

Within two weeks, it was all back up on 300 more 
websites. I threw in the towel.”228 (bold emphasis added)

Dr. Holly Jacobs
Founder, Cyber Civil Rights Initiative

“Maybe you could have something happen to you that was 
traumatic, but you don’t have to necessarily feel like you’re 
defined by it for the rest of your life. But with this, there’s 
such a level of permanence which affects everything … 
especially if it’s impossible now to take photos down, especial-
ly if it’s impossible to stop the dissemination of the images . . . 
There will never be a day in my entire lifetime that all of the 
images of me could ever be deleted.”229  (bold emphasis added)

Maya | Survivor

“You delete it. It’s reuploaded 20 million times 
faster than you can actually review it, delete it, 
go through it.”230  (bold emphasis added)

Jenna Rolfe
Inside Sales Team Lead, MindGeek
Sound Investigations, November 1, 2023

Part VIII: How The Pornography Industry Fuels IBSA (Continued)

“But with this, 
there’s such a level 
of permanence which 
affects everything. . . .” 
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7. Failure to Protect Performers from Pirating 7. Failure to Protect Performers from Pirating 
    of Content    of Content

Any person whose sexually explicit or suggestive 
content is non-consensually shared is, by definition, a 
victim of image-based sexual abuse. Even if a person 
originally consented to an image/video being recorded 
or if they previously monetized that material, for exam-
ple by participating in the pornography industry, they 
have a right to control where and how that material 
is distributed. Yet, from the early days of the Porn 2.0 
revolution to today, pornography tube sites have de-
pended on copious amounts of pirated pornography—
that is, pornography copied and uploaded to their 
platforms. As one journalist put it, “Porn doesn’t suffer 
from a piracy problem . . . it actively relies upon it.”231

As a result of their heavy dependence on pirated 
content, tube sites have been blamed for the de-
mise of many pornography producers. For instance, 
in an investigation into the ownership of Pornhub, 
Patricia Nilsson of the Financial Times spoke to por-
nography producer Erika Lust who informed her:

	 They came into the market with a business  
	 model based on piracy and completely 	
	 destroyed the industry, putting many  
	 production studios and performers out of  
	 business,” . . . She says her team sends  
	 MindGeek requests to remove her videos —  
	 both US and EU regulations mandate copyright  
	 holders to monitor whether their material  
	 is shared illegally — from their sites “weekly, 
	 if not daily.”232

In a separate report, Raustiala and Sprigman write:

	 Some in the adult industry maintain that 	
	 MindGeek used online piracy as a weapon, 	
	 using its tube sites to flood the market 		
	 with pirated content and then snapping 
	 up producers whose businesses had been 	
	 devalued by the onslaught of free content. 	
	 Whether this story is true is not clear, but 
	 it is undisputed that MindGeek, like 
 	 virtually all sites that allow user-uploaded 	
	 content, at times distributes pirated 		
	 material.233 (bold emphasis added)

Tube sites’ dependence on pirated material adversely 
impacts performers. As Siri, a pornography performer, 
explained in a Quora post:

	 The tube sites that MindGeek owns do  
	 absolutely nothing to prevent users from 	
	 uploading pirated content from other (non-	
	 MindGeek-owned) adult film studios. In fact, 
	 the more pirated content hosted on MindGeek’s 	
	 tube sites, the more MindGeek profits from 	
	 advertising revenue. It’s kind of like how Wal-	
	 Mart intentionally builds Wal-Marts in small 	
	 towns and drives prices down to a level that 
	 no local business could ever compete with, 	
	 thereby shutting down all of the mom-and-pop 	
	 stores, and leaving the town with only one 	
	 choice of where to shop: Wal-Mart.
	
              Except imagine that Wal-Mart did that, and 	
	 then to top it off went into the mom-and-pop 	
	 shops and literally stole all of their products to 	
	 be resold at Wal-Mart.234

Siri also explained the cumbersome process that per-
formers must go through to submit take down requests 
of their pirated content on various platforms.

	 . . . it’s very common for the online forms not 	
	 to work, to display some kind of error message 	
	 upon submitting, or for the email address 	
	 to kick the email back. Some tube sites are 	
	 actually “aggregators” who don’t actually host 	
	 the pirated videos on their servers but link 	
	 directly to them (kind of like a torrent index) 	
	 and those are the worst because they aren’t 	
	 hosting the content they’re in a legal loophole, 	
	 despite the fact that they’re still profiting via ad 	
	 revenue from the stolen content.

	 Pornhub is one of the sites that does respond 
	 to DMCAzz takedown notices. They usually 	
	 comply when I notify that they’re infringing 
	 on my copyright. However, I still don’t like 	
	 them because the fact remains that they do 	
	 absolutely nothing to prevent pirated content 	
	 from appearing on their site. They’ll get away 	
	 with anything they can.235

zz Digital Millennium Copyright Act of 1998.
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In 2020, more than 1.6TB of images and videos of 
mostly female performers were pirated from OnlyFans 
performers.236 As reported by The Verge, “Rather than 
a hack, the leak seems to be the result of OnlyFans 
customers acquiring the photos and videos individually, 
then sharing them with others and compiling them into a 
large file for free”237 (bold emphasis added). To clear up any 
ambiguity on this point, stealing images and videos from a 
subscription site, compiling them, and posting them online is 
not “leaking”—it’s piracy.

While mainstream pornography platforms often claim to 
be a “safe” vehicle for performers to monetize their por-
nography, the reality is that little is done to protect per-
formers from their videos being copied and uploaded to 
other pornography platforms, social media sites, or file 
sharing and torrent sites. The subscription-based plat-
form OnlyFans provides an apt illustration of this point.

It is a common occurrence for subscribers of OnlyFans 
to rip the content pornography performers monetize on 
the site for distribution on other platforms. For instance, 
a Motherboard investigation “uncovered an entire 
supply chain of people stealing” performers’ content 
“using scraping programs, without permission, in some 
cases by the hundreds of terabytes, and distributing it 
on other adult sites or selling scraping services through 
Discord.”238 Importantly, tube sites are able to monetize 
scraped (i.e., stolen) content with ads which play on 
the screen on which the uploaded videos appear.239

Part VIII: How The Pornography Industry Fuels IBSA (Continued)
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OnlyFans Fails to Deliver on Its Promises OnlyFans Fails to Deliver on Its Promises 
for Performer Control and Safetyfor Performer Control and Safety

OnlyFans is an online media subscription platform 
primarily known and used for pornography production. 
As has been bluntly explained: “porn is the reason 
it exists.”240 

OnlyFans introduced a new wave of pornography 
industry disruption, ironically by instituting a paywall 
and reviving the idea of paying for pornography, but 
in a novel move, those payments are to performers 
rather than studios.241 It allows “creators” to post images, 
videos, and brief text, and “fans” to access the material 
via monthly subscriptions or pay-per-view. 242 Creators 
keep 80% of subscription fees; OnlyFans takes a 
20% cut.243

The Origins of Only Fans

OnlyFans was founded in 2016 by the UK’s Tim Stokely, 
in collaboration with his father Guy, sister, and two brothers.244 
OnlyFans was not Tim Stokely’s only pornography venture— 
websites such as fetish site GlamWorship having preceded it.245

In 2018, Ukrainian-American Leonid Radvinksy purchased an 
estimated 75% share in Fenix International Holding Co., the 
parent company of OnlyFans.246 Radvinksy was likewise not a 
newcomer to the pornography industry. An investigation by 
Forbes revealed his history of creating websites in the 1990s 
and early 2000s which teased that they contained hacked 
passwords to websites containing CSAM and bestiality, but 
which in fact were part of a “sex link farm business” that 
enabled him to drive up fees he charged to pornography 
sites, which were charged per click.247 He is also the founder 
of sites that linked to celebrity sex tapes, as well as the site 
MyFreeCams, which provides live sexual performance via 
web cameras.248 Radvinsky is reported to have paid himself 
nearly $1.3 million per day in 2022, and to have collected 
more than $889 million from OnlyFans as of August 2023.249

aaa The report on the survey data did not provide details on its methodology or give a total number of participants who responded to the survey. Its results should not be 
taken as scientifically derived. However, its findings are supported by an informal estimate by Culture Reclaimed which reported, “I used Google to learn that 75% of the 
women performing in the 44 displayed videos [on Pornhub] sold content on OnlyFans” in Culture Reframed, OnlyFans is Only Porn: The Online Ecosystem of Webcamming and 
OnlyFans, n.d., https://culturereframed.org/wp-content/uploads/2023/04/culture-reframed_whitepaper_022023_draft2.pdf (accessed April 16, 2024.)

OnlyFans rose to cultural prominence in 2019 during 
the COVID-19 pandemic, as it was marketed as 
an easy way to get-rich-quick when people were 
struggling to make ends meet, and as a safe way for 
pornography performers to “be in control” of their 
own content. From September 2021 to September 
2022, OnlyFans’ earnings rose to $432 million—an 
astonishing 615%—with users spending $4.8 billion on 
the site.250

Informal survey dataaaa released in 2022 found that 
71% of pornography content creators reported that 
OnlyFans was the top platform they used to sell 
their material.251 However, there is considerable 
blurring between OnlyFans and Pornhub. As has 
been observed by Culture Reframed, "OnlyFans 
and webcamming are two hustles in the wider 
ecosystem of global porn. Every top 30 performer 
on Pornhub in 2021, for example, also sold content 
on OnlyFans. Conversely, a search for “OnlyFans” on 
Pornhub results in more than 50,000 videos."252

Although OnlyFans claims to robustly verify 
performers’ age (but not that of “fans”),253 and 
its former CEO Amrapali Gan boasted that it was 
“the safest” social media platform,254 evidence 
suggests otherwise. The platform has been found 
to facilitate harassment, doxing and cyberstalking,255 
as well as sex trafficking,256 CSAM, child online 
exploitation, and image-based sexual abuse.257

In 2024, a Reuters investigation found 128 cases 
in which women and men have complained to 
U.S. police agencies that they were featured in 
sexually explicit content on OnlyFans without their 
consent—including one woman whose rape was 
recorded and allegedly sold on the platform.258 
Only “28 ended in an arrest and eight resulted 
in any sort of criminal conviction. Three people 
went to jail — two for 48 hours each.”259

Leonid Radvinsky 
75% shareholder of OnlyFans

https://culturereframed.org/wp-content/uploads/2023/04/culture-reframed_whitepaper_022023_draft2.pdf
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“[He] exposed my entire body for $5. I can’t even buy 
a full meal at McDonald’s for $5.”260

Amanda Dicrosta
IBSA Survivorbbb

bbb Ms. Dicrosta’s ex-boyfriend, Mike McFarland, a former player for the National Football League’s Indianapolis Colt, posted videos of them having sex on his OnlyFans 
account without her permission. She knew some of the videos had been made, but the understanding between them was that they were private. Other videos were 
created without her knowledge.

Journalist Annie Lord describes the significant difficulties 
this theft creates for performers in her interviews with 
Alessa and Lucy, two OnlyFans pornography performers:

	 Alessa knew there wasn’t much she could 	
	 actually do to get the video back. “I didn’t 
	 even bother reporting it,” she tells me down 	
	 the phone. “I just left it. Even if Pornhub took 	
	 it down, there’s nothing you can do to stop the 	
	 user re-uploading, you can’t steal that content 	
	 back off them.”

Lucy has managed to get her work taken down off 
Pornhub, but says it’s an arduous process. 

	 "You have to prove you’re the owner of the 	
	 video. Often people send them the original, 	
	 unedited footage. If you can’t prove it, they 	
	 won’t take it down.” According to Lucy, you 	
	 have to nag sites like Pornhub several times 	
	 before they listen. “They make it such a 		
	 struggle to take it down because they want 	
	 the content; they are always on the side of 
	 the person uploading it."261

Performers have resorted to online forums asking for 
advice, commenting on the lack of protection or action 
that OnlyFans takes on their behalf:

	 I’ve recently found out that my onlyfans 		
	 content (nog [sic] everything, but a bunch) 	
	 is getting leaked and shared on a couple of 	
	 forums. I’ve contacted onlyfans a couple of 	
	 times for this and they promised me that their 	
	 team will “take it down” but after 1.5 months 	
	 nothing has been done.262

Another performer stated: 

	 I have a fairly popular onlyfans and someone has 	
	 downloaded 200 posts and uploaded them to 
	 a forum on a different website. This is now 
	 the first thing that comes up when you google 	
	 my name. I’ve asked the person to take this post 	
	 down as it’s copyrighted but he refuses and 	
	 deletes any comments I leave on the post. I’ve 	
	 contacted onlyfans and the website who both 	
	 haven’t got back to me. What can I do? 263

 
 							     
		

Irony Alert: MindGeek/Aylo Subsidiary MG 
Premium Ltd. Sues PornEZ for Piracy

It is an indisputable fact that MindGeek (now Aylo) built 
its empire, in part, by allowing users to upload pirated 
content. However, now that it sits atop a pornography 
oligopoly, the pornography megacorp seeks to exercise 
control over its premium content. In one of history’s great 
moments of irony, MindGeek subsidiary MG Premium 
sued PornEZ in January 2023 for, of all things, piracy.265

Subsequently, MG Premium was awarded a default 
motion judgement of $117 million in damages!266 Yes, 
the pornography giant that became an empire and 
amassed countless millions in profits from pirated 
and other illegal material was awarded millions of 
dollars for violations of their copyright. In their civil 
complaint, MG Premium argued the following:

	

As ever, the pornography industry seeks to protect its 
own interests. Meanwhile, it remains unaccountable 
for the devasting harms it has inflicted on countless 
individuals who have had sexually explicit material 
non-consensually distributed via their platforms.

Part VIII: How The Pornography Industry Fuels IBSA (Continued)Part VIII: How The Pornography Industry Fuels IBSA (Continued) Media production studios consistently work to 
enforce copyright rules and do not allow their content 
to be circulated freely on the open internet. You 
cannot watch the movie Frozen on common sites like 
YouTube or Twitter without the studio’s permission, 
and without monetization that in turn compensates 
those who created it. When it comes to pornography 
however—which has a far higher likelihood of trauma 
and harm if shared or created non-consensually—
pornography platforms’ use of content pirated from 
performers is an industry norm.264

The conduct that gives rise to this lawsuit
is egregious and willful. Defendants own 
and operate a website engaged in the
business of copying and distributing infringing 
audiovisual works. Defendants are directly	
and knowingly involved in the trafficking
of tens of thousands of pirated works – 
including thousands of works owned by 
MG Premium. . . . Defendants do not 
even attempt to comply with obligations 	
under the DMCA. Instead, Defendants 	
systematically refuse to comply with proper
and compliant DMCA takedown notices 		
against their own terms and conditions 
and displayed instructions. Defendants’ 
actions are causing serious harm to MG 		
Premium and its business. Defendants’ 
infringing conduct must stop immediately. 
Because Defendants have not complied with 
demands to cease and desist, MG Premium 
is now constrained to come before this Court 
seeking injunctive and monetary relief.267
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8. Exploitation of AI and Normalization of 8. Exploitation of AI and Normalization of 
    Forged Pornography    Forged Pornography

A well-known early adopter of technology, the 
pornography industry, and those it has socialized to 
view IBSA as masturbatory material, have wasted no 
time in exploiting advanced technologies, including 
machine learning and artificial intelligence, to create 
and profit from AI-generated IBSA (i.e., AI-forged 
pornography), popularly referred to as “deepfakes.”
As we explain in Identifying Image-based Sexual 
Abuse: Classifications and Definitions, there are two 
main categories of AI-generated IBSA:

1) forged pornography created by either  
    superimposing an innocuous image of an  
    identifiable person into pre-existing pornography  
    so that one or more persons originally in the  
    pornography are “replaced” with the image of  
    another person, or by the use of “nudifying” apps  
    which strip images of clothed, identifiable persons  
    of their clothing, and

2) AI-generated pornography which utilizes massive  
    collections of images of people scraped from the  
    Internet and AI-related technology to create “new”  
    pornography typically depicting an unidentifiable,  
    AI-generated “person” but which may generate  
    identifiable persons.268

Most of AI-forged pornography to date is of celebrity 
women (singers, actresses, social media influences, 
etc.).269 A well-publicized example involved AI-
generated sexualized images of singer Taylor Swift, 
which circulated via social media and garnered tens 
of millions of views.270 However, increasingly, 
AI-generated pornography is being created of 
so-called “personal girls”—that is, any woman who 
a man wishes to pornify.271

Many cases of AI-forged pornography are now committed 
by male classmates of minor girls.272 A report by Thorn 
found that 1 in 10 minors have a friend or classmate 
who has used AI tools to generate nude images of other 
children.273 AI-generated images of sexualized children may 
constitute child sexual abuse material (legally termed “child 
pornography”), which is illegal under US federal statute.274

Forged pornography is rapidly proliferating. In 
the first nine months of 2023, 113,000 forged 
pornography videos were uploaded to 35 
websites set up to exclusively or partially 
host the material—a 54% increase from all of 
2022.275 This research also found an additional 300 
“general” pornography websites which incorporate 
AI-generated pornography in some way.276

The majority of forged pornography is hosted 
by websites dedicated to so-called deepfake 
pornography, but 10% of this material is available 
on mainstream pornography platforms.277 Seven 
out of the top 10 pornography websites have 
been found to host AI-generated pornography.278 
Sites offering the technological tools to create and/
or host AI-forged pornography profit in three ways:

1) selling extra credits to access premium features, 
    higher quality images, and other tools
2) premium subscriptions, and
3) advertising appearing on the user interface or with 
    other content on the tool.279

Indicative of the material’s growing popularity, of 
1,522 American men surveyed, 48% reported 1,522 American men surveyed, 48% reported 
seeing forged pornography at least once. Further, seeing forged pornography at least once. Further, 
one out of five daily pornography users reported one out of five daily pornography users reported 
replacing their use of “regular” pornography with replacing their use of “regular” pornography with 
AI-forged pornography.AI-forged pornography.280

While such material is quickly gaining popularity, 
it is imperative to remind the public that the 
appropriation of a person’s image or likeness for 
the unauthorized production of sexual materials is 
a form of identity theft, invasion of privacy, fraud, 
and sexual violence.

Part VIII: How The Pornography Industry Fuels IBSA (Continued)
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Figure 15: AI-Generated Forged Pornography Featuring a Celebrity Available on XVideos

Part VIII: How The Pornography Industry Fuels IBSA (Continued)
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AI-Forged Pornography: The Next 
Revolution in Online Sexual Exploitation 
and Pornography Industry Profiteering

AI-forged pornography is a class of computer-generated 
IBSA created using varying types of image-editing 
technology to depict, superimpose, or compose sexually 
explicit images or pornography so that persons appear 
to pose nude or perform in pornography when they 
did not.281 The creation of forged pornography has 
been practiced for decades, but given the limitations 
of technology, such materials were detectable as 
forgeries.282 However, modern advances based on the 
use of “deepfake” and AI-related technologies have 
made detection of this type of computer-generated 
sexually explicit material virtually impossible. While 
these image-editing or text-to-image technologies 
can be used for other purposes, 98% of AI-produced 
videos available online are of pornography.283

Reflecting the deeply ingrained misogyny among the 
producers of this material, 99% of all AI-generated 
pornography features women.284 Further support for 
this fact was provided by research which identified 
tens of thousands of pieces of forged pornography 
featuring more than two dozen U.S. senators and 
members of the House of Representatives.285 Of the 
26 leaders victimized, there were 25 women and 
one man.286 Women members of the U.S. Senate 
and House of Representatives were 70 times 
more likely to be victimized by AI-generated 
forged pornography than male members.287 

Recent research has reported a staggering 464% 
growth rate in the presence of forged pornography 
available online between 2022 and 2023.288

Part VIII: How The Pornography Industry Fuels IBSA (Continued)

Women members of the 
United States Congress are 
70 times more likely to be 
victimized by AI-generated 
forged pornography than 
their male peers.



49

Pornhub’s Fake Fight to Remove Forged 
Pornography of Celebrity Women from 
Mainstream Pornography Sites

Journalists discovered that two months after Pornhub 
purportedly banned “deepfake” pornography of celeb-
rities in 2018, AI-generated pornography featuring 
several well-known actresses was still flourishing on 
the website.289 The view counts of many of the videos 
were in the hundreds of thousands, and one had racked 
up more than one million views.290 The report also found 
that algorithms were promoting content using variations 
on the term “deep fakes” and some of the forged videos 
were monetized with pre-roll advertisements.291

Nearly two years later, so-called deep nude  material was 
reported as present on Youporn and Pornhub sites.292

In March 2023, a researcher identified AI-generat-
ed pornography uploaded to Pornhub by a “verified” 
account and associated with six TrafficJunky (the 
advertising arm of Pornhub) advertisements.293 
These included rotating banner ads, side bar ads, and 
ads that would appear when the video was paused.294

In August 2023, Brandon “Atrioc” Ewing, a popular 
streamer on the video-game streaming platform Twitch, 
inadvertently revealed that he had paid to view AI-gen-
erated pornography of fellow female Twitch streamers.295 
He purportedly viewed the AI-generated IBSA material 
after seeing advertisements for it on Pornhub.296

Also in 2023, Pornhub was among the top 10 domains 
referring to the world’s most popular website for 
creation of AI-generated pornography.297 Pornhub has 
also been shown to use inactive links to AI-generat-
ed pornography as click bait to drive traffic to its site, 
promote the secondary market for AI-pornography, 
and suggest AI-generated pornography to users via 
its algorithm.298

Part VIII: How The Pornography Industry Fuels IBSA (Continued)
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Part VIII: How The Pornography Industry Fuels IBSA (Continued)

Sex Trafficking and Non-consensually Shared Sex Trafficking and Non-consensually Shared 
Material Used to Create AI-Generated Pornography Material Used to Create AI-Generated Pornography 
and Found in AI Training Datasetsand Found in AI Training Datasets

Images of sex trafficked women have been harvested 
from pornography sites and used to create so-called 
“artificial” pornography. The operators of GirlsDoPorn 
and Czech Casting, two “verified” Pornhub content 
partners, were convicted or arrested on charges of 
sex trafficking (see “The Pornography Industry and Sex  
Trafficking” discussion below). Images of women sex 
trafficked by these companies have found their way 
into at least one dataset used to create AI-generated 
pornography, thus furthering their sexual exploitation.

An investigation by journalists Samantha Cole, 
Emanuel Maiberg, and Anna Koslerova discovered that 
GirlsDoPorn and Czech Casting material is in a dataset 
used by “deepfake” porn creators.299 They reported, 
“One person using the dataset is creating what he 
describes as ‘a Harem of millions of actresses’ that 
can be inserted into deepfake porn, while another is 
using the dataset to create what he describes as ‘porn 
generated entirely by AI.’'300

When the dataset was created, the thousands of 
GirlsDoPorn and CzechCasting videos on Pornhub had 
amassed millions of views and users were still able to 
download the content. The journalists confirmed that 
videos depicting the actual rape, sex trafficking, and 
abuse of victims were present in the dataset. In one 
video in the dataset, “a woman starts to cry during 
filming and asks the man to stop. When he does, the 
camera zooms in on the woman to show that she is 
bleeding. The man hands her a towel and tells her to 
clean it up.”301

When “artificial” images are generated utilizing images 
of real sexual exploitation, it further revictimizes 
those who have already endured sexual exploitation. 
The journalists spoke with “Jane,” a survivor of Czech 
Casting, who told them, “It feels unfair, it feels like 
my freedom is being taken away.”302

Further, pornography performers are violated when 
their images are scraped and used without their 
consent. The journalists spoke with Leah Gotti, a 
pornography performer, whose images were also used 
in the dataset feeding AI-generated pornography. 
Gotti said, “All those things are pirated, and that’s 
supposed to be against all the rules, but because 
we’re having sex on camera they’re like, well, she 
asked for it.” 303

In an email to the journalists, a creator of AI 
pornography using these datasets including images 
from Czech Casting and GirlsDoPorn expressed another 
ethical concern: an image created via an algorithm or AI 
may produce an image of a recognizable person. 
He wrote:

	

Further, given the vast amount of non-consensually 
shared or created material online that will inevitably 
continue to feed open-source datasets, and the lack 
of identity and consent verification for use of images 
that have been scraped from pornography sites, it is 
clear that such practices are unethical, and by their 
very nature, perpetuate image-based sexual abuse. 
Researchers have elaborated on the problems with the 
content and curation of datasets on which machine 
learning models are trained, saying: 

	

For more on this topic, see our report The High Stakes of 
AI Ethics: Evaluating OpenAI’s Potential Shift to “NSFW” 
Content and Other Concerns.306

The rise of these gargantuan datasets has given 
rise to formidable bodies of critical work that has 
called for caution while generating these large 
datasets. These address concerns surrounding 
the dubious curation practices used to generate 
these datasets, the sordid quality of alt-text data 
available on the world wide web, the problematic 
content of the CommonCrawl dataset often used 
as a source for training large language models, 
and the entrenched biases in large-scale visio-
linguistic models (such as OpenAI’s CLIP model) 
trained on opaque datasets (WebImageText). In 
the backdrop of these specific calls of caution, 
we examine the recently released LAION-400M 
dataset, which is a CLIP-filtered dataset of Image-
Alt-text pairs parsed from the Common-Crawl 
dataset. We found that the dataset contains, 
troublesome and explicit images and text pairs 
of rape, pornography, malign stereotypes, 
racist and ethnic slurs, and other extremely 
problematic content.305 (bold emphasis added)

It’s quite possible for the algorithm to reproduce 
fake people who resemble real people, but it 
wouldn’t be a 1-to-1 replication of the data it has 
trained on . . . This presents an ethical problem I’m 
trying to navigate around, which is identifying the 
rare situations where it does replicate a person 
from the ~7,500 images it’s learning from. It’s 
something that plagues generative networks . . . 
It’s possible and I’m not quite sure how to 100% 
avoid the possibility of this happening. But I really 
do want to avoid this. I’m not interested in deep-
faking anyone, even by accident, it’s a bit scummy 
imho!304
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Research has found “explicit images and text pairs 
of rape, pornography, malign stereotypes, racist 
and ethnic slurs, and other extremely problematic 
content” within AI training datasets.

Part VIII: How The Pornography Industry Fuels IBSA (Continued)
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Part VIII: How The Pornography Industry Fuels IBSA (Continued)

9. Lack of Meaningful Survivor-support Services  9. Lack of Meaningful Survivor-support Services  
    and Failure to Permanently Remove IBSA    and Failure to Permanently Remove IBSA

The near futility of survivor efforts to have their 
sexual abuse material removed from pornography 
platforms is well documented, as is the relentless 
emotional duress that this exhausting process creates 
for survivors.307 It should not be the job of survivors 
of IBSA to forever police the presence of their abuse 
material on pornography sites. That responsibility 
must be shifted squarely onto the shoulders of the 
industry that has facilitated and profited from their 
abuse. While some major platforms have improved 
their responses to takedown requests, there are 
no industry-wide standards. The only way to hold 
pornography platforms accountable for failure 
to remove IBSA is for survivors to engage in civil 
litigation—a costly and arduous process that few 
survivors have the emotional and financial resources 
to pursue.

“Only time would reveal the futility of the removal 
approach, because the more I tried getting the material 
removed, the more sites I would discover, the more 
graphic the images were becoming and the more my 
images were being shared and seen. Sometimes I would 
be successful in getting an image or thread removed
only to have it resurface on that same site weeks later. 
Some sites required ID to prove it was me making the 
requests. On some sites, I could not locate the contact 
for the webmaster. Some sites just did not respond 
at all.

It was exhausting. It was literally a never-ending battle 
that I could not win no matter how much I tried.”308 

(bold emphasis added)

Noelle Martin
Image-based Sexual Abuse and Deepfakes: 
A Survivor Turned Activist’s Perspective

XVideos: “Download Button Clearly Visible 
– ‘Report’ Button Hidden”309

Investigative journalists researching IBSA on XVideos 
reported the following:

In the past, it wasn’t as easy as it is today to 
report recordings on XVideos. An archived 
version of the form from November 2020 reads 
quite differently. Back then, anyone who wanted 
to report a video, for example, had to hand over 
their name, email, postal address and phone 
number. They had to explain in legal terms what 
was prohibited about the video, leave a digital 
signature and check the box: “I swear under 
penalty of perjury that the information in this 
notification is accurate”. . . . the reporting form is 
not particularly easy to find. One path leads via 
the start page: Users have to scroll all the way 
down and click on “Content removal” in a list 
of links with small font. There is also a “Report” 
button for each video. However, this is hidden 
behind a inconspicuous three-dot symbol that 
has to be clicked separately.310

https://web.archive.org/web/20201101224819/https:/info.xvideos.com/takedown-amateur
https://web.archive.org/web/20201101224819/https:/info.xvideos.com/takedown-amateur
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The Pornography Industry and Sex TraffickingThe Pornography Industry and Sex Trafficking

Some pornography is created using both child and 
adult sex trafficking victims. In this reportwe focus 
only on cases involving adults.311

One such example involved two men, Lavont Flanders 
Jr., and Emerson Callum, who lured young women 
to Florida by offering them modeling opportunities 
that never existed.312 Once the victims arrived, they 
were told they were to audition for an alcoholic bev-
erage commercial.313 During the faux auditions, their 
victims were given alcoholic beverages laced with 
benzodiazepines, depressants used as date rape 
drugs.314 After the drugs took effect, the victims were 
driven by Flanders to another location where he
would film Callum having sex with them.315 The men 
then edited, produced, and sold videos of the rapes 
on the Internet and to pornography stores across 
the country.316

Pornography of sex trafficking victims has also been 
monetized and distributed globally via the mainstream 
pornography platform Pornhub. As discussed previ-
ously, the pornography production company Girls-
DoPorn sex trafficked the women it used to create 
pornography, luring them with fake modeling oppor-
tunities. As an official Pornhub “Content Partner” 
GirlsDoPorn pornography was available “on a range 
of sites operated by MindGeek, including Pornhub, 
which hosted 70 GirlsDoPorn videos with more than 
700,000 subscribers.”317 MindGeek made close to a 
million dollars from this material via direct payment 
from GirlsDoPorn, as well as payments from ad-
vertisers attributable to GirlsDoPorn channels.318

Part VIII: How The Pornography Industry Fuels IBSA (Continued)
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Part VIII: How The Pornography Industry Fuels IBSA (Continued)

In the civil case against GirlsDoPorn, evidence 
suggested that as early as 2009, but at least by 2016, 
MindGeek was likely aware of GirlsDoPorn’s sexually 
exploitative practices. Even so, MindGeek remained 
in partnership with GirlsDoPorn until October 2019, 
when GirlsDoPorn was finally shuttered following 
the arrest and indictment of its operators by the US 
Department of Justice.319

However, MindGeek’s profits did not end there. 
GirlsDoPorn videos were still hosted by MindGeek 
in December 2020, “surrounded by hyperlink 
advertisements that, if clicked, redirected the visitors 
to MindGeek’s paysite.”320

Importantly, in 2023 MindGeek admitted to federal 
prosecutors that it profited from sex trafficking. It 
agreed to the requirement of the appointment of a 
monitor for a period of three years, and to pay the 
government more than $1.8 million.321 However, a news 
report suggests that survivors may receive as 
little as $3,000 from this agreement.322

In another disturbing example described in a civil 
lawsuit against MindGeek, “verified” model “Suga 
Daddy Zo” allegedly filmed his sex encounters with 
prostituted persons without their consent. As the 
complaint states:

	 The description of his channel reads, ‘On this 	
	 channel I f**kccc all kinds of prostitutes. Street 	
	 Walkers, Online Hos, Everyday working Hos, 	
	 they all get f**ked here.’ Many of his videos 	
	 are shot in his car with titles such as, “On 
	 the Hunt for Hos (The Lost Tapes of Ep.11) 
	 Run-a-way teen,” “On the Hunt for Hos 
	 Ep. 16 (Kelvyn Park High School Teen) Barely 	
	 Legal,” His videos have 9.7 million views, 
	 and he has 21 thousand subscribers. It 
	 is clear that this ‘Verified Model’ is not 	
	 submitting the name, age verification or 
	 any other information on the women 
	 he is exploiting in these videos and yet 	
	 MindGeek approves them for distribution, 	
	 collects the money paid by ‘fans,’ makes 	
	 direct payments to this perpetrator, and 	
	 shares in the profits.323 (bold emphasis added)

ccc Obscene language redacted.

In another case, a sex trafficker placed naked 
video clips of the woman he sex trafficked on 
Twitter and XVideos, where they had been for 
six years. A journalist was able to get the videos 
removed from Twitter, but at least four videos 
of her sexual exploitation remained on XVideos, 
collectively with 108,000 views as of April 2021.324

Pornography producer Czech Casting, owned by 
Netlook, the largest producer of pornography in the 
Czech Republic, lured young women with deceptive 
promises of professional modeling opportunities.325 
Once at a location on the outskirts of Prague, women 
would be given contracts stating that they would 
be shooting pornography but were told that the 
pornography would not be accessible to anyone in 
the Czech Republic.326 Some were fearful of leaving 
the premises without having their IDs which had 
been taken by the receptionist.327 Police arrested 
nine persons associated with Czech Casting on 
charges of human trafficking, sexual coercion, 
and rape.328 Czech Casting was also a long time 
content partner of MindGeek, having a channel 
on Pornhub with more than 79 million views 
and boasting “the largest casting on Earth!”329
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5 Ways the Pornography 
Industry Contributes to 
Sex Trafficking ddd

1. Pornography is used to groom and train
    young victims of sex trafficking who lack 
    sexual experience.330

2. Women, men, girls, and boys are sex  
    trafficked for purposes of  pornography  
    production.331

3. Sex traffickers often create sexually explicit 
    photos (i.e., pornography) of their victims  
    and post them online as a part of
    “advertisements” used to attract sex buyers  
    using Internet websites that serve as 
    online “prostitution marketplaces.eee”332

4. Pornography fuels the demand for 
    prostitution and, as a result, fuels sex  
    trafficking. Research shows that men who  
    are frequent pornography users are three 
    times more likely to purchase sex than 
    other men.333 Many other studies link 
    pornography use with a greater likelihood  
    of buying sex.334

5. Some men who purchase sexual access to 
    people in the sex trade (many of whom are  
    victims of sex trafficking) use pornography 
    to build sexual excitement in advance335 
    and may “act out” scenes from pornography 
    on those they sexually exploit.336

ddd “5 Ways the Pornography Industry Contributes to Sex Trafficking” is adapted from the National Center on Sexual Exploitation’s forthcoming brief 7 Ways Pornography 
Fuses with Prostitituion and Sex Trafficking.
eeeProstitution marketplaces (e.g., street corners, brothels, strip clubs, interactive online platforms, etc.) are spaces where men seek to purchase sex acts and/or are the 
environments in which sex trafficking victims are sexually exploited. Male demand for sexually accessible persons in prostitution fuels sex trafficking.   
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The pornography industry is culpable for the 
normalization and distribution of image-based 
sexual abuse (IBSA) material on a global scale. 
Beyond the pornography industry, on platforms 
such as Reddit and X, we also find IBSA that harms 
those who did not give meaningful consent to its 
distribution. This must stop. It is past time that 
governments acted to protect victims and create 
accountability to end IBSA. The National Center on 
Sexual Exploitation advocates that the following 
policy recommendations be implemented by 
legislatures and/or corporate entities.

Whether through legislation or private 
corporate policy:

1.  Strengthen accountability for individuals and   1.  Strengthen accountability for individuals and   
     platforms that create, upload, or disseminate       platforms that create, upload, or disseminate  
     image-based sexual abuse material.     image-based sexual abuse material.

    • Make it a federal crime with substantial  
      penalties to upload to an interactive computer  
      service material depicting nudity or sex acts  
      without the consent of all those depicted in 
      such material.

    • Give survivors access to civil liability against  
      platforms that facilitate creation, distribution,  
      and/or monetization of non-consensually  
      distributed sexually explicit material, AI- 
      generated sexually explicit material depicting  
      known persons (i.e., forged pornography),  
      and/or child sexual abuse material.

    • Remove requirements of “harmful intent”  
      from IBSA laws.

    • Establish and require participation in a 
      cross-platform/company hashing systems to  
      identify and proactively block the uploading 
      of previously reported IBSA, CSAM, or 
      non-verified AI-generated pornography.

Part IX: How to Stop 
Image-based Sexual Abuse and 
Create Accountability for Its 
Creators, Online Distributors, 
and Profiteers

2.  Implement age and meaningful consent verification  2.  Implement age and meaningful consent verification  
     of every individual depicted in sexually explicit       of every individual depicted in sexually explicit  
     content on all online platforms that host and       content on all online platforms that host and  
     disseminate pornography. Platforms should      disseminate pornography. Platforms should 
     obtain and retain such verification directly from       obtain and retain such verification directly from  
     performers, not through the account holder       performers, not through the account holder  
     who may be exerting control and coercion      who may be exerting control and coercion 
     over those depicted.     over those depicted.

    • Require the documented consent of all persons 
      depicted in sexually explicit content, for each  
      discreet recording or image, before the creation  
      and dissemination of pornographic images or  
      videos, including those used for advertising, and  
      establish the right of persons depicted to  
      withdraw consent and remove the content 
      at any time thereafter.

    • Require age verification, not merely age  
      estimation, for all individuals depicted in  
      sexually explicit content for each discreet  
      recording or image, before uploading and  
      disseminating sexually explicit images including 
      those used for advertising. Verification must  
      employ robust third-party tools; a picture of an 
      ID is not sufficient.

    • Require consent and age verification of 
      each person depicted in each sexually explicit  
      live-stream and each live performance within  
      subscription platforms, including documented  
      consent to each activity, motif, and partner depicted.

    • Require any legal entity or person that disseminates  
      or transmits sexually explicit material to maintain  
      records of consent and age verification for each  
      individual appearing in any image/video regardless  
      of the medium of dissemination or transmission  
      and prohibit the use of any images/videos in which  
      individuals cannot be identified.

    • Require, in advance of production, provision to 
      each person depicted in sexually explicit content  
      documentation regarding the location, motifs, 
      sexual partners, duration, sex acts expected, other  
      physical acts expected (e.g., hair pulling, slapping,  
      strangulation), the location of where and duration  
      for which the content will be posted, etc.

    • Create hefty fines for each violation of identity and 
      consent verification standards. Substantially increase 
      fines for repeat offences.
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Part IX: How to Stop Image-based Sexual Abuse and Create 
Accountability for Its Creators, Online Distributors, 
and Profiteers (Continued)

3.  Implement a survivor-centered reporting and  3.  Implement a survivor-centered reporting and  
     removal process for image-based sexual abuse.     removal process for image-based sexual abuse.

     • Provide platform users with easy-to-locate 
       reporting mechanisms.      
 
     • Remove reported material immediately and block
       the ability for the content to resurface. 
  
     • Remove IBSA material if age and consent 
       cannot be positively verified for each 
       person depicted.

     • Maintain the removal of reported sexually explicit 
       content unless the uploader can affirmatively 
       prove age and consent of all persons depicted.

     • Ban users who upload or share non-consensually 
       shared or recorded sexually explicit materials  
       and prevent them from creating additional accounts. 
       Require that the platform report the user who  
       attempted to upload the material, within 24 hours, 
       to law enforcement for investigation.

     • Create new technologies for the identification of 
       violative content to decrease the burden on survivors 
       from having to search for and screenshot instances 
       of their abuse when making a report.

4.  Reduce access to IBSA on all online platforms that 4.  Reduce access to IBSA on all online platforms that 
     host and disseminate sexually explicit material     host and disseminate sexually explicit material

     • Prohibit downloading and image scraping of 
        sexually explicit material from pornography platforms.     
 
     • Prohibit the use of IBSA-themed tags 
       and categorizations for sexually explicit 
       content on all online platforms that host and 
       disseminate pornography. 
  
     • Prohibit the monetization of IBSA-themed 
       material on all online platforms that host and 
       disseminate pornography.

      • Create hefty fines for each violation of tagging,  
        categorization, and monetization prohibitions. 
        Substantially increase fines for repeat violations.
     
     • Authorize and fund the Federal Communications  
       Commission to create guidelines, institute violation 
       reporting procedures, and assess fines against violators.

5.  Create transparency regarding the source5.  Create transparency regarding the source
     of pornography.     of pornography.

     • Watermark all AI-generated pornography.    
 
     • Prohibit scraping/harvesting of pornography 
       websites or of any other sexually explicit images 
       depicting people from other websites for purposes 
       of generative-AI model training or model output 
       of pornography.
  
     • Prohibit the hosting of AI-generated pornography 
       from image repositories.
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Part IX: How to Stop Image-based Sexual Abuse and Create 
Accountability for Its Creators, Online Distributors, 
and Profiteers (Continued)

6.  Enhance research and data collection about 6.  Enhance research and data collection about 
     image-based sexual abuse on platforms to better       image-based sexual abuse on platforms to better  
     understand the impact and scope of the problem.     understand the impact and scope of the problem.

     • Require that all interactive Internet platforms 
       release annual transparency reports to show how  
       many cases of image-based sexual abuse were 
       removed or reported.    
 
    • Create and/or strengthen an IBSA hashing systems  
      (similar to the one used for CSAM) to prevent 
      reported nonconsensual material from being 
      re-uploaded.

7.  Implement sanctions against countries for failing  7.  Implement sanctions against countries for failing  
     to hold pornography platforms that disseminate       to hold pornography platforms that disseminate  
     IBSA (and/or CSAM) accountable.     IBSA (and/or CSAM) accountable.

     • Develop mechanisms for penalizing countries that  
       provide safe havens for pornography platforms 
       that disseminate IBSA (and/or CSAM).   
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