Cover Page: National Center on Sexual Exploitation’s Policy on Sharing Proof

WARNING: The material in this document may contain graphic text, blurred images, and survivor quotes that may
trigger the viewer.

Why do we post proof publicly?

NCOSE researchers have collected this proof as evidence of the material that is made, contained, and/or distributed by
the corporations and institutions NCOSE is confronting.

Proof is shared with corporate executives, shareholders, and/or board members, as well as with policymakers, law
enforcement, journalists, and the general public to give witness to the sexual exploitation and abuse that is often
rampant, yet sometimes hidden, on these platforms.

Why do you blur out images, including faces, if they’re publicly available?

While we believe it is important to provide ample evidence of wrong-doing to support our claims and inspire change, we
also strongly believe that no one — neither adult, nor child — should be exposed to the type of material our researchers
collect: either for their own well-being, or out of respect for those being exploited. It is for this reason we
pixelate/blur/block not only nudity or sexually graphic content, but also the faces of those being exploited.

We also want to limit access to this material (unfortunately, a luxury not afforded to children and adults using many of
the platforms and products made by these companies). Therefore, we add several layers before someone can access the
proof, and also don’t include all the proof that we have obtained. If someone feels they need to see more evidence to
understand the extent of the problem or the type of exploitation that is happening, they may request it of NCOSE by
writing to public@ncose.com.

Did you receive people’s permission to post?

Any personal testimony shared to NCOSE directly is posted only with the affected parties approval.

For material that is publicly available, we do not seek permission to post. However, we redact names and usernames of
survivors from articles, social media, etc. even when publicly available. To read more about our commitment to ethical
engagement with survivors, please go here. We do not redact names or usernames of exploiters who have posted
publicly.

Disclaimer: While we do collect information on those who request access to more proof, that information will only be
used for our own, internal analysis. It will not be distributed, shared, or posted publicly or with outside parties.

Proof of Exploitation on Spotify

(Click on Table subheadings to be taken to that section)
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Pornography and Sexually Explicit Visual Content Easily Found
Spotify’s Platform Rules prohibits “sexually explicit content,” which they say “includes but may not be limited to
pornography or visual depictions of genitalia or nudity presented for the purpose of sexual

gratification.” However, despite thee policies, such content is easily found on Spotify.
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Inexplicably, Spotify also surfaces designated children’s content next to results for pornography (next page).
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Newspapers and influencers have also been raising concerns about the pornographic content on Spotify, in thumbnails
as well as in audio content.

e Spotify Has a Porn Problem — Here’s What Parents Need to Know, Bark, January 27, 2023,

e What’s Going On With the Hardcore Porn Images on Spotify?, Vice, July 26, 2022

e Spotify Overrun with Pornographic Images + Audio Content, Loudwire, August 2, 2022

e Hey Spotify, Children Should NOT Be Exposed To This. Fix This Now., The Comments Section, December 21, 2022

e |f you search “music videos” on Spotify, dozens of pornographic tracks appear featuring sexually explicit album
covers, Twitter, November 29, 2022
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Inadequate “Explicit Content Filter”

Spotify offers an “explicit content filter” which they assure parents will block “content which may not be appropriate for
teens.”

Content which is blocked by the filter is marked with an “E” as shown below.
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However, NCOSE researchers found that the majority of pornographic content on the platform is not marked explicit,
and therefore not blocked by the filter.

For example, all but the last two of the sexually explicit thumbnails shown in the former proof section were not marked
explicit.

In addition, audio pornography (recordings of sex sounds or sexually explicit stories being read aloud) is extremely
prevalent on Spotify, and rarely marked explicit. Below are just a few examples:
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Another serious problem with the explicit content filter is that it does not block thumbnails and descriptions from view.
We have demonstrated how thumbnails can often be sexually explicit or highly inappropriate for teens, and the same is
true for descriptions [WARNING: non-blurred, graphic descriptions of sexual activity]:
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Parents and Child Safety Experts have also been sounding the alarm about the inefficacy of Spotify’s explicit content
filter, particularly with respect to pornographic content:

Parent Reviews for Spotify, Common Sense Media

age 16+ * 8 months ago

Parents Beware of Spotify’s “family plan”

Parents need to be aware that the spotify “family plan” DOES NOT block explicit content as it claims. Innocent children just trying
to listen to music can very easily and accidentally come across the audio porn and “podcasts” that spotify has on their site. All
anyone has to do is type in various punctuation marks in the search bar, like two commas “,” for example.....and you're hit with all
kinds of smutty crap with explicit pictures. And the family plan DOES NOT block it!!! This crap has no place on a music streaming

platform......parents need to be aware of what their kids can come across on spotify!!

Show less
This title has:
& Toomuch sex
age 18+ * 7 months ago

FAMILY PLAN is not really for families......PORN is not blocked!!!!PORN, PORN, PORN..DISGUSTING

Spotify is the only streaming platform that Does NOT block audio porn with their explicit content filter. Innocent young children
with “family plan” accounts can easily come across, and listen to, their smutty crap audio podcasts! It's disgusting and spotify
should be ashamed to continue to allow this to happen......its been going on for years now! The FAMILY PLAN is definitely NOT

protecting families......... and a lot of families are paying for this non-protection unknowingly!! Switch to amazon or apple music
TM 4 ..they have actual filters that do block
Show less:
This title has:
= [oomuch sex
age 18+ W 7 months ago

Spotify should be 18 yrs +........Porn not blocked by EXPLICIT CONTENT FILTER

Explicit content filter doesnt work at all! Anyone can easily come across any of their adult audio podcasts (with explicit pictures)
regardless of if you are on the family plan (with content blocker on) or not. Its extremely disturbing, especially since we called the
customer service number for spotify and they told us they had known about this for a while and that they were “working on it”. |
now see from other reviews that this has been going on for at least a couple of years now.........seriously Spotify? Oh and btw, their
customer service number is a complete waste of time and they quickly switch you to a bot after a human talks with you for more
than 30 seconds

o 2 people found this helpful.
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age 17+ % 1year ago

This has PORN, not just PORN music, but PORN podcasts. Your iphone content restrictions will not work on this, as the app is
rated 12+

BEWARE! This app has PORN, not just PORN MUSIC, but sexually explicit podcasts and graphic images. The iPhone app does not
restrict this asit's 12 +. Also, if you have the explicit content removed, when you click on something that IS explicit, the alert
TELLS your child HOW TO REMOVE the explicit settings! | tell you this as a Spotify premium member too, | was so disappointed
to learn how loose this was.

Show less:
This title has:
< Toomuch sex
age 18+ * 1weekago

Be very careful - sexually explicit podcasts

An ALERT for parents!!! Sexually explicit Podcasts came up in my recommended today!!! | am totally shocked and trying to sort it
outwith them online - no phone number of course. We hadn't activated parent controls because we did't think the odd lyric
would be that bad but this is completely different matter. When we tried to apply controls today they kept coming off.

Show less.

This title has:

& Toomuch sex

[fl'f Helpful F‘I Report

age 18+ H & Lyearago

Porn podcasts on Spotify
Totally shocked and appalled by discovering porn podcasts are not sensored by the explicit content function. Explicit content only
applies to songs. What on earth are Spotify thinking??? As of November 2020 they say they will pass on my complaint. | just can't

believe that a whole load of porn in podcast from is not excluded when a song with the odd profanity is.

This title has:

& Toomuch sex

I:fl"' Helpful F‘I Report
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age 18+ whH A% 10 months ago

Easily accessibly pornographic podcasts

This is an awesome music streaming app! But be warned - kids can access
PORNOGROPHY in the form of SEXUALLY explicit podcasts - I'm talking
threesomes, incest, affairs etc. Even if you activate the "explicit content off",
these podcasts are not blocked. According to Spotify, this is because the
distributor has not marked them as such. We had multiple controls on my 14
year old daughter ipad including Apple screen time content filtering, the BARK
parental control app, and explicit content off within the Spotify but she still
managed to listen to multiple episodes of these podcasts before | discovered
their existence. | am now investigating other streaming options as there is no
way to limit access to this very pornographic content.

This title has:

< Toomuch sex

Spotify Has a BIG Problem, Chris McKenna, Protect Young Eyes, December 1, 2022

e  “Over the past 4 months, I've received multiple messages from parents about Spotify's explicit content
weaknesses”

e “@spotify, you need to be better. If there’s a toggle to remove explicit content, then please fulfill the promise of
removing explicit content everywhere in your app (you CAN do this).”

e “Even with Spotify's limited controls in place, TONS of ridiculously explicit content is still available.”

An email to NCOSE from a parent who was dismayed to find that the explicit content filter did not block thumbnails and
text, among other problems:

Spotify deserves a spot on this year's list. My daughter is 15 so | thought Spotify would be a safe app for her to listen to
music. With the introduction of podcasts came the inclusion of user created content, including sexually explicit audio and
images.

We have a family plan, so for her account I disabled explicit content. After disabling the feature | double checked by
searching "nsfw" which would obviously include explicit rated materials. It would not allow me to play anything that
was labeled explicit, however, | could view all of the describing text, pinned replies, and see the images. [emphasis
added]

| attempted to report the content, but could find no option to do so. Spotify's support page states you may "Report any of
the following for our teams to investigate:

Broken or incorrect content,

Infringing, illegal, or hate content".
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Spotify Kids is for ages 12 and under according to the website, but this material is unsuitable for minors under 18. | will
also mention all of the photos | saw in my quick search were animated. | don't know if it's a legal thing, but it is certainly
unsafe and seems more geared towards kids.

It is not difficult for kids to stumble on highly sexual content on Spotify. For example, NCOSE researchers stumble on it
when trying to search for songs popular with teens, such as “Boy’s a Liar,” “Eat Your Young,” and “WAP.” In some cases,
the researcher only needed to search the first innocuous word in the title before being served highly sexual results. It is
therefore of the utmost importance that Spotify’s explicit content filter function to a high standard, to prevent children
from being exposed.
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Further, content aimed at helping people overcome pornography addiction, as well as podcasts featuring interviews
with survivors, were served next to real pornography. This could be triggering or re-traumatizing for people who are
trying to heal from exploitation or addiction.
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In addition to pornographic content, other content that is inappropriate for teens but which was sometimes not caught
by the filter included content promoting pornography and prostitution websites.
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Further, Spotify is used to circumvent filters on other apps. NCOSE researchers found a number of playlists like the
following:
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Content Promoting Sexual Violence and Abuse

Spotify’s platform rules prohibit “Advocating or glorifying sexual themes related to rape, incest, or beastiality.” However,
NCOSE researchers were able to easily find content which normalized sexual violence, sexual abuse, and incest.

For example, we found a podcast called “The Rape Show With The #1 Rapist In The Country,” which included tips on how
to commit rape and how not to get caught by the authorities.
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Further content normalizing or trivializing rape is shown below. The first image surfaced when researcher searched for
“rap,” indicating how easy it is to come across this horrific content.
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Map « and more

@ 9 saves « Omin

Viejo Tambor
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With respect to normalization of incest, below are a few examples of content NCOSE researchers found:
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NCOSE researchers also very easily found content on Spotify that participated in a trend of “step” incest, which has been

normalized by pornography. A search for “stepbro” instantly pulls up an abundance of such content to scroll through.
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Child Sexual Exploitation

In January 2023, a case of an 11-year-old girl being groomed and sexually exploited on Spotify recently made news
headlines. Sexual predators communicated with the young girl via playlist titles and encouraged her to upload numerous
sexually explicit photos of herself as the cover image of playlists she made.

e \Warning over 'sickening' sexual grooming on Spotify as mother reveals how her 11-year-old daughter was
tricked into uploading explicit pictures by paedophiles, Daily Mail, 01/06/2023

e Claims schoolgirl, 11, was groomed on Spotify, BBC, 01/13/2023

e Stockport MP raises Spotify grooming case in parliament after girl, 11, posted explicit pictures of herself,
Manchester Evening News, 01/12/2023

e 'The bottom of the world fell away when | found my daughter, 11, was groomed on Spotify', Mirror, 01/18/2023

Survivor-advocate Catie Reay recently released a TikTok showing evidence of grooming on Spotify, such as playlists that
tag other users and ask them to send sexually explicit content of themselves.
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https://www.manchestereveningnews.co.uk/news/greater-manchester-news/stockport-mp-raises-spotify-grooming-25958260
https://www.mirror.co.uk/news/uk-news/the-bottom-world-fell-away-28978331

e /N PSA /\ for parents with minors using Spotify!!! When we say it’s happening everywhere... We literally mean
EVERYWHERE., TikTok, January 3, 2023

NCOSE researchers very easily found a number of suspicious Spotify profiles which may have been or be dedicated to
the soliciting or sharing of nudes. In one case, we found a profile that shared an email address and tagged other users in
playlists, asking them to send nudes.
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Further, while gathering proof of pornography on Spotify, NCOSE researchers came across apparent child sexual abuse
material (CSAM) and consequently discovered that Spotify had no clear, accessible report procedure for CSAM.
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Numerous Google searches attempting to determine how to correctly CSAM/child sexual exploitation to the platform
failed to turn up instructions from Spotify. Instead, the search results simply turned up Spotify podcasts that talked
about child sexual abuse, and news articles about cases of child sexual exploitation on Spotify.

Google

report child pornography on spotify X .!.r o Q

Q Al B News [JvVideos [ Images [ Books i More Tools

About 901,000 results (0.58 seconds)

% Spotify
hitps://open.spotify.com » artist
Child Pornography

Listen to Child Pornography on Spotify. Artist - 0 monthly listeners.

@ Commeon Sense Media
hitps:fiwww.commonsensemedia.org : spotify » adult
Parent reviews for Spotify
No way to report explicit content. If you are an adult it is great. Not so great for kids especially
curious teenage boys. It has an explicit content filter but ...
Rating: 3 - 34 reviews

N Manchester Evening News
hitps:fiwww.manchestereveningnews.co.uk » news » mu...

Mum's sickening discovery after daughter, 11, groomed by ...
Jan 5, 2023 — A mum-of-two was "sickened" to learn her 11-year-old daughter had been
sexually groomed by a secret porn community on Spotify for months.

Reuters
hitps:ffwww_reuters.com : article

Spotify removes R. Kelly's music from playlists after boycott ...
May 10, 2018 — Kelly has denied the accusations. A jury acquitted Kelly in 2008 of child
pornography charges, finding he did not make an explicit videotape ...

. Loudwire
https://loudwire.com » spotify-pornographic-images-a...  #

Spotify Overrun With Pornographic Images + Audio Content
Aug 2, 2022 — Loudwire has independently verified the existence of hardcore pornographic
images and overtly explicit sex recordings on Spotify. We are ...
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Go g|e report child sexual abuse material on spotify X

2, Al B News [ videos [ Images [0 Books i More Tools

About 3,390,000 results (0.56 seconds)

e spotify.com
hitps:f/open.spotify.com ; episode

Child Sexual Abuse Material & How to Investigate CSAM
In this episode, The Pivot hosts and Maltego Subject Matter Experts Joe Ryan and Mario Rojas
dive into the alarming topic: Child Sexual Abuse Material ...

e spotify.com
https:f/open spotify com > episode

Disrupting online child sexual abuse material

In this episode, Dr Rick Brown interviews AIC researchers Sarah Napier and Coen Teunissen to
discuss their research on online child sexual abuse material.

e Spotify
https:f/open.spotify.com » episode 3

A Criminal Underworld of Child Abuse, Part 1 - The Daily

Amonthslong New York Times investigation has uncovered a digital underworld of child sexual
abuse imagery that is hiding in plain sight. In part one of a two- ...

e Spotify
hiips.f/open.spotify.com : episode
Is sharing child sexual abuse material online a victimless crime?

... impacts are victims of online sexual abuse. lan also asks Mike what the appropriate
measures for blocking and reporting harmful content should be, ...

e spotify.com
https://open spotify.com » show  §

Pixels from a Crime Scene | Podcast on Spotify
The fight to get child sexual abuse material removed from the internet is a global one, and the
podcast also looks at some of the technological ...
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Google

® Q
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report child sexual exploitation on spotify X

2 Al B News [ Videos [ Images [] Books : More Tools

About 4,980,000 results (0.49 seconds)

e Spotify
hitps:/fopen spotify.com » show  §

Closing The Net | Podcast on Spotify

A unigue 10-part series that explores the world of those policing the borderless crime of online
child sexual exploitation, their fight to bring offenders ...

https:fiopen.spotify.com » show 3

Ending the Silence on Child Sexual Exploitation
The report reveals a big knowledge gap amongst frontline welfare service providers, problematic
beliefs and attitudes about male and gender diverse child ...

https:iiopen.spotify.com . playlist  §

List of songs about Child Sexual Abuse - Survivors healing ...
List of songs about Child Sexual Abuse - Survivors healing their inner child ; 1. AlivePearl Jam ;
2. Daughter - RemasteredPearl Jam ; 3. Better ManPearl Jam ; 4.

BBC
https:ffwww_bbc.com : news » uk-england-manchester..

Claims schoolgirl, 11, was groomed on Spotify

Jan 13, 2023 — An MP has demanded action after an 11-year-old schoolgirl's family told how
she was groomed by paedophiles on the music streaming service ..

© The University of Texas at Austin
https:ffyouthprotectionprogram.utexas.edu» ... 17

Preventing Child Sexual Grooming on Spotify and Other Apps
Feb 17, 2023 — In this BBC article and Daily Mail UK article, a parent has warned of online
sexual predators that have devised a way to confuse and communicate ...

M Manchester Evening News
hitps:/fwww.manchestereveningnews_ co uk > news mu...  §

Mum's sickening discovery after daughter, 11, groomed by ...
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Go g|e how do i report child pornography on spotify X

7, Al [E News [ Videos [ Books [ Images i More

About 377,000 results (0.47 seconds)

% Spotify
hitps:ffopen.spotify. com » arfist
Child Pornography

Listen to Child Pornography on Spotify. Artist - 0 monthly listeners.

hitps://support.spotify.com : article » platform-rules
Spotify Platform Rules

How can | report an issue? Have you found an issue with a piece of content on Spotify? If so
please let us know by reporting it here.

@ Common Sense Media
hitps:/fwww.commonsensemedia.org : spotify » adult
Parent reviews for Spotify
There is no easy way to report explicit content. Simple searches on accounts with the explicit
content blocked can easily pull up nudity and explicit podcasts.
Rating: 3 - 34 reviews

N Manchester Evening News
hitps:ffwww.manchestereveningnews.co.uk : news  mu...
Mum's sickening discovery after daughter, 11, groomed by ...
Jan 5, 2023 — A mum-of-two was "sickened" to learn her 11-year-old daughter had been
sexually groomed by a secret porn community on Spotify for months.

@ Department of Justice (.gov)
hitps:/fwww justice gov » criminal-ceos » report-violat. ..
Report Violations
Dec 13, 2022 — To report an incident involving the possession, distribution, receipt, or
production of child pornography, file a report on the National Center ...
Missing: spetify | Search with: spotify

®

Tools

Eventually, after trying many different search queries, the first result for a query of “report content on Spotify” was a
Spotify page with instructions on how to report “infringing, illegal, or hate content.” However, after trying the
instructions on the CSAM, it did not work. We eventually discovered that the reporting mechanism is not available for
podcasts (the majority of pornography NCOSE researchers found on Spotify was in podcast form!!)

Spotify’s Reporting Instructions:
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Infringing, illegal, or hate content

Report images, playlists, or text that violates our content policies through the
desktop app.

1. On the desktop app, right-click the playlist title or artist name.
2. Select Report. A form will open in your browser.
3. Complete the form and Submit.

To report offensive music or podcast content, contact us.

Researcher right clicking on a similar podcast in the desktop app (the title of the actual content is not shown, to protect

the victim). No report function.

Podcast

Audio Porn : Sex Stories Read - BDSM stories | True sex stories | Erotic
fiction | Guest ar'~i~ N2

Kali Foley Follow

Share * 4 Copy Show Link

Embed show

Reporting function is available for playlists, audiobooks, artists, and profiles, but not for podcasts, albums, and songs:

es Audiobooks
Playlists Albums Profiles Podcasts & Shows

JANISTAN = .
o = ﬁl or S
Janis lan SWI 'R $

Add to queue
Go to playlist radio

Report

Add to Yotr Library

Download
Exclude from your taste profile
Add to other playlist

Share
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She Must Be Beautiful

Janis lan

Getting Over You

Bright Lights and P1
Janis lan
Light a Light - Rem:

din

When the Party's O

Add to queue

Go to song radio

Go to artist

Go to album

Show credits

Save to your Liked Songs
Add to playlist 4

Share

Society's Child (Baby | ve been 1 ninking)
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Add to queue i
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The Light at the E.
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Share

Trying again, the second result for the query “report content on Spotify” finally took the NCOSE researcher to forms for
reporting content. There was no category for reporting child sexual exploitation, nor any category for reporting illegal
content. It was not obvious which category the researcher should report the CSAM under.

Report content on Spotify

To report offensive or explicit music content, contact us.

To report content on the Spotify service that you believe infringes your intellectual property rights or otherwise

violates the law, fill out this form.

To notify Spotify of a claim relating to dangerous, deceptive, or sensitive images, visuals, playlists (image,
description, or title), or other descriptive text on the Spotify service, complete the form below.

Choose the best description of the content you're reporting.

Sexual content

Violent or dangerous

Hateful or abusive

Deceptive content

| just don’t like it

NCOSE needed to research Spotify’s policies in depth to eventually find that the platform rules categorize “content that
promotes, solicits, or facilitates child sexual abuse or exploitation” under “Dangerous content.” This was not very visible,
mentioned at the very bottom of the section on Dangerous content. Further, categories of banned content on this page
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did not all correspond to the reporting categories, making it even more confusing for a user trying to report (reporting
categories are shown in the screenshot above, platform rules categories screenshotted below).

Dangerous Content

Deceptive Content

Sensitive Content

lllegal Content

Nonetheless, because the platform rules categorized child sexual exploitation under “dangerous content,” the NCOSE
researcher proceeded to report the CSAM under the category “violent or dangerous” on the report form. She was
consequently dismayed to find that there was no option to add further details to her report, saying that it was CSAM.
This is problematic because the Spotify team would not know that this report is of high priority to review. Further,
without being able to add more details, a Spotify employee who is reviewing reports quickly may not correctly identify
the nature of the concern (e.g. as the report was made about “violent or dangerous content” and the podcast was a
BDSM podcast, the employee may assume the objection is to BDSM, not to a thumbnail which appeared to appeared to
be child sexual abuse material).

The extent of the details it was possible to add in the report is shown below:

What do you want to report?

URI *

https://open.spotify.com/show/0Omg6NWp020t2FB2eTBeEiF?si=c3aleac8c3d34df1

What are you reporting? *

Album or Podcast Artwork b v

Please select content type
Album or Podcast Artwork
Podcast or Episode description
Podcast or Episode name

Ironically, the automatic message after making the report stated that Spotify “prioritize[s] reports about content that
may cause harm.” Again, we wonder how Spotify is able to effectively prioritize when users cannot even properly
describe or label what they are reporting!

Privacy - Terms |

Compiled by the National Center on Sexual Exploitation: www.endsexualexploitation.org 34



Thanks for letting us know

We'll review your report as soon as we can.
We prioritize reports about content that may cause harm. If we determine that the content you've reported is violating Spotify’s

rules, we'll take appropriate action.

In addition to indisputable cases of real child sexual exploitation, NCOSE found a plethora of content which it was not
clear whether real child sexual abuse was involved, but which certainly normalized and fetishized child sexual abuse.

Below is an example of an audio pornography podcast NCOSE found which depicted child sexual abuse (translation:
“He’s not your son anymore! When the whole barracks attends the anal preparation of her child by her supervisor”)

!l Verizon 11:53 AM

<

Cen'est plus
ton fils!

E Pornaudio

Jun 19 « 21 min

1ge: https:/anchor.fm/

manu8386/message

Hey Mor

Ozuna, Feid

() @

Home Search
Further, we found a number of pornography podcasts labelled with the term “DDLG” (Daddy Dom Little Girl), which is

well-known among sex trafficking investigators as an indicator of potential child sexual abuse material. The term “DDLG”
is also often used to refer to adults roleplaying child sexual abuse.

Daddy Fucks Girl In Ass While Her Friend Watches (DDLG / BDSM)
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In a similar vein, our team also found plenty of “ABDL” (Adult Baby/Diaper Lover) content on Spotify. This is another
term denoting the roleplaying of child sexual abuse—specifically the sexual abuse of infants.

<

f_\B;D%_ Lli(fis;ylet DiaperPerv- ABDL: Hypnosis With
N?ezs aDia :; ABDL Adult Baby, Mommy Aw So Cute
yUlap Diaper Lover Falling into Little space

'§1 MISS TIANA'S ABDL WORLD

@ Interesting Sex Podcast f]} MISS TIANA'S ABDL WORLD

@ Sep 29, 2020 - 52 mi @ Mar 26, 2021 « 7 mins

@ @ (@ @ M

See all episodes
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