Cover Page: National Center on Sexual Exploitation’s Policy on Sharing Proof

WARNING: The material in this document may contain graphic text, blurred images, and
survivor quotes that may trigger the viewer.

Why do we post proof in the first place?

NCOSE researchers have collected this proof as evidence of the material that is made,
contained, and/or distributed by the corporations and institutions NCOSE is confronting.

Proof is shared with corporate executives, shareholders, and/or board members, as well as with
policymakers, law enforcement, journalists, and the general public to give witness to the
sexual exploitation and abuse that is often rampant, yet sometimes hidden, on these
platforms.

Why do you blur out images, including faces, if they’re publicly available?

While we believe it is important to provide ample evidence of wrong-doing to support our
claims and inspire change, we also strongly believe that no one — neither adult, nor child -
should be exposed to the type of material our researchers collect: either for their own well-
being, or out of respect for those being exploited. It is for this reason we pixelate/blur/block
not only nudity or sexually graphic content, but also the faces of those being exploited.

We also want to limit access to this material (unfortunately, a luxury not afforded to children
and adults using many of the platforms and products made by these companies). Therefore, we
add several layers before someone can access the proof, and also don’t include all the proof
that we have obtained. If someone feels they need to see more evidence to understand the
extent of the problem or the type of exploitation that is happening, they may request it of
NCOSE by writing to public@ncose.com.

Did you receive people’s permission to post?

Any personal testimony shared to NCOSE directly is posted only with the affected parties
approval.

For material that is publicly available, we do not seek permission to post. However, we redact
names and usernames of survivors from articles, social media, etc. even when publicly
available. To read more about our commitment to ethical engagement with survivors, please go
here. We do not redact names or usernames of exploiters who have posted publicly.

Disclaimer: while we do collect information on those who request access to more proof, that
information will only be used for our own, internal analysis. It will not be distributed, shared, or
posted publicly or with outside parties.
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Google Surfacing Known Hubs of Nonconsensual Content

Google surfaces search results for platforms including Pornhub, OnlyFans, XVideos and more, which
have routinely been exposed for failing to verify age or consent and which have therefore become hubs
of nonconsensually shared/recorded content, sex trafficking videos, and child sexual abuse material.
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Pornhub has long been known to be rife with (and in many ways successful because of) pirated
content and material that features racist, sexist, abusive, and violent themes.

In some cases, Pornhub has brazenly ignored requests to have abusive content removed for
months and openly defended incestuous rape-themed content and profited off of the violent
torture of women.

Worse yet, evidence continues to emerge that Pornhub'’s careless, profit-hungry business model
has led to_child sexual abuse material and content featuring the rape of trafficking victims
flourishing on its site. In early 2020, the BBC shared the harrowing story of a rape survivor and
Pornhub's repeated refusal to remove content featuring adult men violently raping her when she
was just 14-year-old.

Another time, Pornhub refused to remove material by a pornography company, GirlsDoPorn,
that was a featured partner on its website even as GirlsDoPorn was facing charges of fraud,
manipulation, and sex trafficking in court.

Examples of Abuse and Exploitation on OnlyFans: learn more at
EndSexualExploitation.org/OnlyFans
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e “The children selling explicit videos on OnlyFans”, May 2021, BBC

o

“OnlyFans is failing to prevent underage users from selling and appearing in explicit
videos, a BBC investigation has found.”

Investigator Austin Berrier says that he has seen children on OnlyFans who appear to
be between 5 years old and 17 years old, and are trying to make money on the
platform. He says: “They understand the monetization of it [and are] on there to
make money for girl scout camp, for cheerleader camp, or for their new bike."

Many examples are listed in the article, including a 14 year old minor using her
grandmother’s passport to set up an account.

“As part of our investigation, we found that one 17-year-old from a suburb in the south-
east of England had sold videos of herself masturbating and playing with sex toys, while
an under-18 participated in graphic videos hosted on an adult account in Nevada, US, in
breach of the company's terms and conditions.

We were also able to set up an account for an underage creator, by using a 26-year-old's
identification, showing how the site's age-verification process could be cheated.”

“Schools have shared anonymous reports of pupils using the site, including a 16-year-old
who boasted to her careers adviser about the amount of money she made on the site,
and showed off her "exuberant" spending on Instagram.”

“Underage creators and users of the site include victims of prior sexual abuse and those
with mental health issues and suicidal thoughts, according to Childline counsellor
notes.”

“UK police forces say children have complained about their images being uploaded to
the site without consent, and one 17-year-old reported being blackmailed.”

“Missing children are appearing in OnlyFans videos, according to a US watchdog, which
also says it has received reports of child sexual exploitation.”

e “100 House Members Urge DOIJ to Investigate OnlyFans for Child Exploitation and Sex

Trafficking”, August 2021, Townhall

O

“Back in 2019, the National Center for Missing and Exploited Children (NCMEC) was
aware of 10 cases involving missing children related to content sold on OnlyFans. In
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2021, these statistics have soared. NCMEC has identified 80 cases, a number that's
climbing, where missing children are linked to the dangerous platform.”

e “Investigators say OnlyFans is a slippery slope for kids”, August 2021, News4SanAntonio

o Investigator Austin Berrier says that he has seen children on OnlyFans who appear to be
between 5 years old and 17 years old, and are trying to make money on the platform.
He says: “They understand the monetization of it [and are] on there to make money for
girl scout camp, for cheerleader camp, or for their new bike."

e “Children use fake IDs to sell X-rated videos on OnlyFans: Girls as young as thirteen are tricking
site's age verification system to share explicit content watched by millions of adults”, May 2021,
Daily Mail

o Thisis an article based on the May BBC investigation showing evidence of minors using
OF and bypassing age verification procedures.

o “The teenager used a fake ID to set up her account and in one week received £5,000 in
payments from the site, prompting the bank to freeze her account.

There have also been reports of underage girls participating in videos on adult accounts
in the US which is against the company's terms and conditions.

School safeguarding officers also revealed that children as young as 12 were using the
site to contact other adult content creators and asking to meet up.

Meanwhile, children's protection charity Childline told the BBC one girl had reported to
them that she had been using the site since she was 13.”

e OnlyFans: A Case Study of Exploitation in the Digital Age, The Avery Center, December 2021
o This report came from a research collaboration project between The Avery Center and
Human Trafficking Detective Joseph Scarammuci. The research included a survey of past
and current OnlyFans creators.
o “Eleven percent of respondents in the survey said they were aware of minors who had
accounts on OnlyFans, and said they estimated they personally were aware of a total of
35 minors who had had content of them sold on the platform.”

Abuse and Exploitation on XVideo:

WebGroup Czech Republic (WGCZ), the shadowy corporate entity behind XVideos (the world’s most
frequently visited pornography website with over 3 billion monthly visits), has been hit with a class
action lawsuit brought by the National Center on Sexual Exploitation Law Center and an accomplished
assembly of survivor-focused and commercial litigation law firms, on behalf of child sex trafficking
survivors. Videos and images of these survivors—child sexual abuse material—were distributed via and
monetized on multiple WGCZ products, including but not limited to XVideos.
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